N D = -+
%/%‘Fg‘ﬁj Fz}\zﬁg){)’\ﬁ K"I \ —j

\TjiI& 'F/,\:Jou

TR

(TWCA GLOBAL CA CPS)

45

(5 1.9 %)

CA

SiEiRERERINBERASE
T AN-CA INC.

i‘

Effective Date : 2024/2/29

PEAR M3 & 20 290



”‘_}_1? kﬁ-’é-pupﬂh’)}qﬁ :q\»‘\‘?’)}: JJ:,& F_'g

2 ¢ . (TWCAGLOBAL CA)G#F 7x T 3L %

AR B

I i i
1.0 |102/01/22 TWCA PMA | 4= 538 (7
1.1 |103/07/02 TWCA PMA —T‘riﬂ KHEEHE
1.2 | 105/08/23 TWCA PMA f SSL #ME UCA thp L5z - B
Bk
1.3 | 106/09/26 TWCA PMA | &73# /2 A £ & chgw| 2 K
1.5 |109/01/30 TWCAPMA | (1) i2+7 1% & CABF Baseline Requirement
(2) #738 CA/Browser Forum sz i{ 2 %| 75
(3) #7# AATL & #
1.6 |110/12/21 TWCAPMA | (1) 1.2 & » 8 # TLS/SSL @R %5 2% OID
(2) 1.41~32.2 % > { # TLS/SSL @R %
GHEE REBEL A FEH S
(3) 3224214 > { #7CAA 2 4% < i
(RFC 8659)
(4) 322 & > #78 BR £ 22 52 IP %z
'%‘\:’:TV,’FW——FBZ ,gk’i%m%;}ﬁ—%;‘z{
(5) 3.3.1-6.3.2 & » { #7 TLS/ISSL & # »<
By i 398 %
(6) 4.9.12 & > ATH T HLEP 452D
B
(7) #73 TSA & #
(8) 3.1.1 & » A AATL B% & &
(9) 3.2.2 & » i3z 3 12 7% &_CABF
Baseline Requirement 1.7.5 z_ & &
(10) 3.2.2 & » #r3 domain ZE 3= &7
Public Suffix & &
1.7 |111/12/2 TWCAPMA | (1) =% @z » TLS/SSL 5%
(2) 22-322-915& > AHFBRZF* 5
(3) 3.2.2 & » 4 N % 2% L BR1.7.8 %
(4) 3.1.1~7.1.4 & > s4c p % 125% £ BR
1.7.9 R =
(5) 8.4 & » LATEFIRA
(6) TLS/SSL &% & 44 CP #ft— X
(7) =5 A E
1.8 |112/6/30 TWCA PMA

(1)

#'% TLSISSL G P 7 - F A% 2




EARERELFF U D 2 EEE Y S (TWCAGLOBAL CA)G# 7 i+ T ¥ A%

ECa#M P 3

(2) #'ER & nin b

(B FE*UCAB#HL £t :F%8#%

(4) #7# AATL - SIMIME #p B p %

(5) # % OCSP ki p %

(6) #7# 1.6 & ~5.6.1 & ~56.2 & - 8.7 &

(7) 83714 & 311 324 431
524§ 5424 -545%& ~6.15
& +6.1.6 § +6.32 4 ~6.5.2 & 6.8
7134 824 86 +~9.21
5922 &

113/2/29 TWCAPMA | (1) 34 SIMIME %2 % & % 3 &40 M
2

(2) SSLBR %43 % % TLS BR




1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

Lo BB A oo 18
Lo FERE oo 18
1.2 % B E R BN oo 18

13 B B2 % Bl 20

131 BHF TL P 0 s 21
1301 BB B BHEE T U e 21

1.3.1.2 % B IBFH TL P 1S e 21

1.3.1.3 FTH AE TL P i i 21

1.3.2 TR P I8 ettt 22
1.3.3 % ettt SRR E R 22
L34 B HRIBTEE cooornieeeesisisise e 22
135 BB o8I L 22
LB BBFE™ H oottt ettt ettt e e e 23
1AL B FETRTEE Be oottt 23
142 &% GBI BE T T o 24
1.4.3 BEEZZE D T8 ) bbbt 27
1.5 TR TR oottt 28
151 B T EH [ ettt 28
152 BHH T T ottt 28
153 BET I T E I B 2 4% T 28
R - I s M A N - 3 120 SO 28
LiB 37 BT A ettt 28



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

2. BT R BE TR bbb 29
2.0 BB 1T I it e ettt e e e rr e 29
2.2 BT T I DT i 29
2.3 O RE 29
2. R T 2 3 B ] e e 29

T - o) SRS 30
T T 30

B L L B A e 30
BL.2 BEH] L FHEZ R B s 33

B L3 B 2 B L I B L ettt e e s ettt e et e et e rte st st e et eareeanes 33
314 E A EFAPEFE AR s 33
SIS EHEATE = s 34
316 BH] LI FURIL (s 34
BL7 FARZFEE ~ FBZE R F e 34
I S - T 34
321 FHEFFET F B BT 35 s 35
B.2.2 JE A B L EIEEU] ettt ettt et be e r et et et et teeneeaeereerenan 35
3.2.3 B F BRI o g B BB e bbbt st b ebe e be e beeaes 36
3231 B FEREE B I B T e 36

3.232 3 3B A R o, 37

324 AT B L EIEER] et ettt e et e teer e beereereeaeeneas 37
325 ABRTZ H P T s 38
I I R = AT 38
3.2.7 4p3; I RO 38
3.3 B U AT 2 B B T Fh] e a e aaaaaaaaa 38



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

B.3.L U8 G] FTHE B A T 3T oo e et s et e et s s 38
B.3.2 B ZEAE I 8 20 B A T 3T oot e et 39
B4 BT AL TR 39
A, BHEE EIEH B I 41
A1 BFEY 3 oo s 41
A.LL IBFEY i 41
A.1.2 G ¥ FAZA T T s 41
A2 JBHY FAZR oo 41
A.2.1 BB FEU LB oot ee e 41
422 FFE R IEFIBEY T o 41
4.2.3 BEY FURTLFER (oo 42
B.3 BT B A oottt ettt ettt et e et et reere et 42
431 BEABHE F B E oo 42
432 BAEWHEEFBRIELATT 2 ereceseseessssses s sssss s st esnees 42
B4 BBEEFER oottt ettt ettt neereaaen, 43
O = =X A 3 - T 43
42 BHEBH DT BH e 43
44.3 BRI TE B EHIEEEH oo 43
A5 B Z BT 2B oottt et a e, 43
A5.1 % 2 F % BHRE B T e 43
452 ZIRBHEH BT DB AR BE s 44
B8 JBEER P oottt ettt ettt et e et neere e, 44
BT BT L AT oottt ettt ettt et naere e, 44
A7 0 BEE L ETZF T ettt bbbt s a et 44
A7.2 F R LATEEF o 45
B.7.3 BBEE L FTAE R oottt e sttt sttt 45



ERRRERPT AP 2R EEF Y o (TWCAGLOBAL CA) G &% F 4% (T ¥ & %

O R A U I 1o SR PRSP 45
475 3T B TBIEE 2 AB B coooeeeeeeeeeee ettt ettt ettt ettt et et 45

A4.7.6 BAEBIE DT LATE B s 45

477 LATEBHEEHE B AT s 45
I - R 45
B.9 BFEALLE Z HIEE B ittt 46

e T = S L A OO 46

4911 Frab % PIBZEZ E D o 46
4912 Bt T REBEBHEFEZ T 47

4.9.2 F RFREEEBTEF oo 48

e R R L 20 - SO 49

4.9.4 BT FRF DI P 49

4.9.5 187 S HATLIE B A L P T s 49

4.9.6 B H BRI L BRER Lo 49
B.9.7 BAFE L F B F M oo 50
£.9.8 BHAE I FP Bk B TIF coorriveeieeeeeeeessesssesee e 50
e RO I B T > QL Lo - r: 1= o 50
4.9.10 S B HR AL B 3BT Tt 50
4.9.11 B 8 A558 2 BEIE 202 bbbt 50
4.9.12 Z4RHE AR 2. F TR Tttt 50
4.9.13 BAEBTPFRH 22T 0 s 51
4.9.14 FABFFRBREITPF R T F oo 52
A4.9.15 IBZEATIF IR T FZ oottt 52
4.9.16 BHEITEE R HP I FLF] oo seseees s 53

O T 1= PO 54
O 3= > 2 = S 54



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

4.10.2 FRFZZTH Pttt 54
B.10.3 F AT T4 L ettt b bbbttt b et 54
A.LD IBZEHE IE 1 F it e et et e e e r e e r e e e s 54
.12 BARTEE F AR oo 55
4121 E4F7E ZF R RFTKE M (T o 55
4.12.2 4e B RF E4ITEE AR R ITTH BT 25 [T oo 55

DL B A ot 56
DL L 2 EL A BT LB ettt 56
512 F BB T1 B ] e 56
B.1.3 T F BT 231 o 56
B.1.4 7K ETE ettt 57
B.1.5 ™1 Rt 57
516 HEBH BE 15 oot 57
B.1.T7 T FETL oAb 57
D08 B B T FE et h bt bbbt a ettt besr e nn 57

5.2 TEE AR 37 H oottt 58
B.2.1 M & & oo 58

B5.2.2 TEZ A B B oA Baoeoroeeeeeeeeeeesseseseeesesessesesesessssseseessseesessssasessssasesssseeeesseeeeesseaeeeesenes 58

5.2.3 & & HTREIET FEU] s 58
B.2.4 & & BB oottt ettt sttt aenaes 59
5.3 A B 35 ottt 59
5.3.1 B F i E T2 BT ettt 59
B.3.2 B B B AR B oottt ettt a e 59
5.3.3 20T 2B ettt ettt s e e 59
5.3.4 FTT DVHAME T BT T Bttt 60



B ARG UL P 2 Y o (TWCA GLOBAL CA)E % % i+ it ¥ A

5.3.5 BRIFERTH oot 60
5.3.6 ZEFEHE 1T HURGT] covvvvvvrriiissssssssess s 60
5.3.7 L A B G B 60
5.3.8 TFH 2 G Fie 61
5.4 FEFLEBAL ot 61
5.4.1 F BB BEID] oo 61
5.4.2 S AFRIIATF oo 64
5.4.3 FEF LB T I U 64
5.4.4 FEF E BT oo 64
5.4.5 FEFLEBH P ALS oo 65

547 3l g g &

BuA.B FEFE S BT B K Fo ettt 65
F 20 T 65

B.4.8 W33 3T oot 65
5.5 E BT ovvversei e 66
5.5.1 FFA S BT oo 66
5.5.2 B AT 13 8P Ui 66
5.5.3 FFAh 8 BT oo 67
5.5.4 JFAh & Bl AL oo 67
5.5.5 JiAh & 2 PFRLE B 67
5.5.6 FFAh 8 B B % Bl 67
5.5.7 Bt 2 BB AD L B2 FLF oo 68
N1 (AT 68
5.6.1 % P IBEE ILT i £ AR T AT oot 68
5.6.2 BB B BT T IZT 0 B4 T AT oo 68
AR 2 G eI T i) SRR 69
5.7.1 44l ekfzz T%h‘% C % 20 SO 69

5.7.2 THGF IR ~ SUHE THAE B2 BUTFZ S oot 70



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

5.7.3 B 245 BB 2 BT AT B oottt ettt et tens 70
57.4 '\%ib;'g BT B R 2 oottt et e e et e e et e e e e e saesaaeraneeas 70

5.8 18T HEH b BRI} oo sesssseeessss s 70

B.1 AR A TR B 2 ettt 72
B.1.1 ZARH 1A 2 oot 72
B.1.2 F 3 A4BEIE T 7 % oo 72
613\m¢ﬁ¢w4@%ﬁ%ﬂ ............................................................................................ 72
6.14 BHEBHE AP EHEE DT ZHEEF s 72
B.1.5 B ABE B oottt 73
6.1.6 2B 24 5HNAE D 2 FHCTH IR oottt 73
B.1.7 B ABTE B i1ttt sttt 73

6.2 B EMHFIEH X BHBFETARITF o 73
B.2.1 B ARG HEIEAEIE ettt ettt ettt et et ae st et eae e eeetens 73

B.2.2 F T AHA FEEF oo 74

B.2.3 F B AMETEH oo 74
B.2.4 F % B HETIE (7 covvvvvvoeoosssssssssssseee e sssssssssss s 74

BL2.5 F B & ARHF A ooverrersersensssnssen s sss e 74
6.2.6 F % &4 B » BB T 75

6.2.7 # B 4R HE 15 3T B A I e 75
B6.2.8 F4 ZARETT? 3 55 o 75
B.2.9 F B AABTE T = 5% st 75
B.2.10 F B & A M oottt 75
B.2. 11 B AL BEILE B oot 75
6.3 ZAREH TLAHE U I i 76
6.3.1 2B EHGET AR oo 76



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

B4 L5 AL coooeeveeeeeeeeeseee e 76
S T 76
B.4.2 FLH FALENIEZE coooovvvveoesesssssesse s 76
B.4.3 Kot T AE B 4 B oo 77

B.5 T HE 2ELH coorvreeeeeeeees e 77

B.5.2 T %5 5 BT 2 E B oo 77
B.6 2 A AE BV FATELE coovrvvveooeceseee et 78

B.6.1 [ BLE B £ 8 coovvvvvveeeeesssssssss R 78

B.6.3 A B IHHP ST D B B ittt ettt ettt e e e eeaaan 78
B.7 HEELE DILE oo 78
8.8 Pl B 28 oo et e e e e e e e e e e e et e e et e e e e e aiaaaas 79

7.BEBEELFP ZRPEERB A IE s 80

T.1 BZERTI e 80

T 1oL SR B oottt ettt eenans 80
T 2 B B B e T ettt aerans 80
T 13 ST B 24 EENGTE ettt 80
T LA B ] L FEFE TS e 81
715 B ] LB ] et 81
A R - 2 N ) = 81
717 BEFCE LRI LI DL ettt 81
A R T s N A T = 81

AR R R T i O S T 81

T2 BRI TR 1B coreeeeeeeese st 82

11



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

T.2.1 BE B ottt bbb et 82
7.2.2 BHAEDFP EIEEBE L TP AP s 82
7.3 B P IBFM I B 3820H o 82
72301 BE B ottt bbbttt 82
T7.3.2 B P B R B T8 e B 2 s 82
B. FEFEZ B B 3R 3 i 83
B.L FEFIHE I B3 B B TH coiiiiiee et 83
8.2 FEFE A B 2o BH] 2 T H oottt 83
8.3 AP B AEFIH 2 B T 83
B4 FEFETE B oottt £t R ettt ettt 83
B0 A B 2 T ettt £ttt 84
8.6 A B 20 0 B ittt 84
B.7 N A oottt ettt £t E ARttt ettt 84
Q. H W BIEZ JE L 3T ittt 85
9.1 T2 e 85
901 BHEEFZ LATE ¥ e 85
9.0.2 IBFH AT T oo 85
.13 BHA I Z KA AT T oo 85
9.1 4 B U JEFEF T oottt 85
9. 1.5 ETF ot 85
0.2 BB TH 1 T ettt ettt 85
9.2.1 BB TE T 1T oot ees ettt 85
0.2.2 H 18 A oottt 86
9.23 #* ¥ 2 BHIEEE LR T I s 86
9.3 5 T2 ittt ettt 87

12



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

9.3.1 B T I A BT covvvvvrieereese et 87
9.3.2 ZEgS B T 2UAEAT covvvvvriverese et 87
9.3.3 M T T2 T IE oottt e 87
9.4 1B A FIMEF oottt 88
9. 4.1 KB FZE 5 F oo 88
9.4.2 T A T BT AEAT oot 88
9.4.3 ZLMB A T EF FEET oot 88
9.4.4 B A T EF T T 1T oo 88
9.45 B % B A FTMEF 2 L AL & oo 88
946 FIiATiz £ 2 P2 B FZ B oo 88
9.4.7 B 8 F I 2 B HT) et 88

9.5 AT EERA B HE cvoeeeeeeeeee ettt ettt 89

9.6 T 2 FETE oot 89
9.6.1 HBHBHZ BT oo 89
9.6.2 LM B HZ TR oo s 90
0.6.3 H F 2L BB AR ittt 91
9.6.4 T HFIETEH R AF cooverrriii s 91
0.6.5 H 1 2 F B IE eeruereeeieieieei ettt 92

0.7 T P IR 92

0.10 A2 4 BT I b ettt ettt 93
0.00.1 2 Bttt sttt 93
0.10.2 H 1 ottt ettt sttt s s aenans 93
9.10.3 # 1k B (3 H 2 3T4 i 93

0.11 (M ATEITEE ™ 55 ettt ettt ettt et et e et ae e te e e 93

0.12 S I Z D2 oottt ettt ettt ettt et e et e enete e e 93



FRRERRAERFF AP 208 FEF Y < (TWCAGLOBAL CA) B & 7 7% (¥ % 2L #

0.12.1 BB L AEF oot 93
0.12.2 B I T T oottt ettt ettt en e 94
9.12.3 47 B ENGIZE S HL I oottt 94

0.13 £ ZRELTEAE B ovivieeeteeetee ettt ettt ettt ettt ettt ettt ettt et et et et et ete et ate e e 94

9.14 FERFH TLi2 Mo oot 95

O AR T X TP P PP PPRTPPTPP 95

0,16 & T5 AR ettt e et e e et 95
0.16.1 % EE £ K] eooeoeeeeeeeeeeeeeeseseneeeseeesee s e e e eesesseeseesee e e e e s s e s e ee e eeeseeneee 95

9.18.2 FEZR ooooveoeeeeeee oo e e e s s s e s s e e s eerennn 95

0.08.3 T3 ettt bbbttt b ettt et e tene 95

0.06.4 38 [T ettt h e et b e e h e bt b et E e e h e e b e ehe et e bt et et e aneeanen 96
O.16.5 7 T 47 et 96
TN < = 2 - PP PRSP OPPPP PP 96

= PR (ClOSSAIY) couiuiiiiiiiii et 97

k= £ 8 A (Acronyms and AbDreviations) ..., 101

14



B ARG UL P 2 Y o (TWCA GLOBAL CA)E % % i+ it ¥ A

&

LARERES P P RBET LY BRI A TEAN FEF AR o

1. LM

AEEFHTERAE GG FPMET L TERIHFEAERP P EHER
iﬂa%fnr 4_%,619’]‘% 22 LG L

AR 113/2/29 #F B3NS KA S5F % 1134000102 %

2. $%28%

AEHEEIEY kG AFERBRETEF 2GR B EERLY - FEL
j'?r ?cl—ﬁ] ’3-71-!-1\7"1' :

BRME | FEER #* PR
_%@Q; N %JXAQ g::,‘ﬁggg;}@? -
—— /’v\/ﬁ'iéi’;‘#ﬁ"fﬁ‘ﬁ?fﬂa‘?:*’s}*%‘?:*ﬁ L E ~ &
SRR M R E AL Y S
1 TERE AETE
LA:‘& ;B‘_’;'r"‘ﬁi’z.'@’;{- \‘gfjlpj/&ﬁp,g°
Fobs TIFIAEY R DA
RIES RIER * o
5= 4 I My g ~PDF Y 2 8% o
2 | AATLE# —
S [TAB AT MY P A PDF 2§ %
3| FRER | $za [TIEARLZEREREP -
4 |SIMIME &% | % =% |@ =Mz -

1] B ity pREE: 114 Bigv ;-
[322]: fw; S/MIME BR 2 #_% » % & %2 Extended Key Usage(EKU)E |d-
kp-emailProtection(OID : 1.3.6.1.5.5.7.3.4) * # subjectAltName(SAN) ¢
rfc822Name = #f 4] 5 id-on-SmtpUTF8Mailbox 2. otherName > B H 4R % f,‘i“ﬁ
SIMIME # ic 2 8% » &% L S/IMIME BR 2 .4 -

[33]: 4243 SIMIMEBR 2 # % S/MIME &% & 37 = #£7 4 3]> » 4 5 Mailbox-
validated - Organization-validated ~ Sponsor-valldated Individual-validated » &
fa4#g4] % 3 legacy ~ multipurpose ~ strict = fa21]% -

15



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

3. éﬁif FER IR

(1) * 2degd 2 Bt REZFd (WfF P EGFFT R MAEL) F 2Tl oA
BRATL o EPELIEEA L AN e (0 R
AL F T TR IZEETRE 2D Kﬁ—‘f-"%"‘ ix o

2) ~&# ?,,:‘M I8 % T-Jl'”“}'ilﬁ 5’?1?%1“?%5%%1?;%}
LARPMR EF M AR LA AT ABRIRS o2 &
LREL N AEEAEY w7 fFTROEE

(B) AEHEFELY 4TI T A 2 X kir:(mjézrfq RE) AHuATFE
NARBHEFIELY w2 Fd (PR E ) g AP KGR
R AR T R EE o

4) ﬂ"&?’?l‘”‘"»%i% Foop k2 IR R OREARM TR A @ S M TR
W N ;g,’:‘%]’}" \ﬁsig‘f{ﬁié?ﬂms\%?;—%‘ﬁiiﬁ%’ﬂg’ﬂ‘f&?’%‘.%ﬂ“‘
:\.»,F‘é,‘}ﬁ'jf?'l% II

o

(5) FEEY e IEEAEL Y e 0 BB 4008 FRIZFAPN R
R (TE m.%’\xtsp,brv\.]p Py 4.9.7 SR ET2AFF K F B EA
Hu 2O EONRE R o % SN G AR A F om0 FHREGE 2
FEs 0 1D fj’l i )&Fy_ﬂ B 3173«}7%5"'1‘}1 Fli R EATRE ZF
oo g MALITERPGTFIREL9 G -

6) AG@ A sl 2 FIEFRBELRRY EREAFIFIREE L
B R REZFTREFE UM L RTE TR PR T EDS
’9

X ©

(7) GHREBREFHRIET AEFFILY CFF2LBEM > TEATC T EIRL
FTHAGEFRY CREFELEE T RBATERAEL RTFRPN G
iﬁw.’& vE °©

4. A s £ R ¥R

“‘)—

#

(1) * 229 % &7 BLSAREET L 22 0P
Bopr o LR iRApM TEZ R fwﬂk’&w_? LIS 221 8

1‘3

fx‘+ %"
=
(‘,
R
w
=i

(2) q+5/;7_;_‘})3(@1\.3_?;,g%fg$éﬁ,v§:ﬁ4 b4g2 Gm2 #* T
4

(B) * P ¥ FREFLAREFF I IRLFTA BRI AEHEFEY S EF 2



T RRRRER T ISP 2 BFEFEY w(TWCAGLOBAL CA) G & F ir it £ A%

Wi
ﬁt
(\x

>

IR EBKET R A

-

BFEPF > SR FERGEN F 2T
{ﬁo
(4) RHEEFFREEEF AR A3 HEERPZY w2 p REFE HET -
G E_?;HJ:‘ N f@éﬁ_y i & 'E‘. LR 2 &gg_? e 2 R BRI P
BHEZ BT EFIAT L PRFEFE? 2 FREGTET T EEERE
Bk RGN AT ¢ L -
(5) RHEEF LR AEREFEY w RHFZGERL G P FAREEE

BE o mRERAL G LTk

#lﬁ

6) *EHEAEY IV ELEFE AP MEPEE ERFT X IEP
dOMAEP TERPH AR T8 P R R, R 6

17



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

1. 4

1.1 #Ei

4 BB F T2 7 (TAIWAN-CAINC. » 17T i fieh 2 2 &
BEFIFRBEEATT M ET IR UL F RS LR

LR EFRE

\mL

FARRIRERFF UP 2REHEE Y CBEF I TE A ETWCA Global

Certification Authority Certification Practice Statement ; = = fj fit & (T % AL %), %

A PRRREL T U7 OB SRAAEREHEFR R (T FAERERR)

b3 Lﬁ}@—g‘;; ERZAF Mt TERI A TEAERPP AL T

isﬁ WP R FRRINELFT I 2 REE R (T A E Y
) Aeir B EAR REFRERF 2 FRITL -

Kﬁ: ARZE L ANGEEEY w2 SIMIME ?&;’gjfﬁ = 1 & &d CA/Browser
Forum( ™ i # CA/B)+#] = 2 & A7% Baseline Requirements for the Issuance
and Management of Publicly-Trusted S/MIME Certificates (14 ™ & # S/IMIME BR)
2 & R 374 2 3% http://www.cabforum.org -

SEZE 2RV R ORERLERE ;&ﬁ*mg,@wﬁ;@ﬁ%@ﬁﬂ 75l ZE
Rpec et g %\j%%ﬁégmﬁww&i%%ﬁ%wwvmﬁmﬂ&a’@w
B & 4 %45 1) (public key cryptography) » 2 % s 4len% 2R £ & ﬁm
E‘?Iﬂ-’é Ae r?ﬁﬁﬁk’]‘##ﬂ T+ RFERE f_"fm’? 'F%Z#—EJ"E’%W&‘V

4, e ¥ F 3u(non-repudiation) ~ * = ¥ 4 grg-w(authentication) ~ 3 &, ,Lﬁfm%;

# (verification) ~ 31 & 4c % (encryption) s i3k 2 H @ 4] % > 47 4 (security
control) » ¥ # e e T 3 4217 ~ PR T H L 5 o T R N RREARR R
ERECLEAURYE BFHOEAHIIERERRTLIFAORT T E G5

1.2 = i 2412 35

ATERAB LHL T RARRRERPF UL 2REEE Y BER T

AR RO R IRE IR R T 2 L B A A BT 2 4 2 el
> WL 4o

18



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

BEAR P E RN
2.16.158.3.1.8.5

1.3.6.1.4.1.40869.1.1.23
AATL(Adobe Approved Trust List)ia#% | 1.3.6.1.4.1.40869.1.1.26

mReE 1.3.6.1.4.1.40869.1.1.27
S/MIME & % 1.3.6.1.4.1.40869.1.1.28

:'F;”\ _f,; )& 72

4% SIMIME BR 2. # % » % & # 2 Extended Key Usage(EKU):Z 5 id-kp-
emailProtection(OID : 1.3.6.1.5.5.7.3.4) * # subjectAltName(SAN) & 3
rfc822Name = #F 3] % id-on-SmtpUTF8Mailbox 2. otherName > RJH AR 5 & 5
SIMIME # 2 2. 8% » &% L S/MIME BR 244 -

3% SIMIME BR 2 %% > SIMIME &% % 3 = 7% k&3] > » % % Mailbox-
validated ~ Organization-validated - Sponsor-validated Individual-validated » =
%3 % 7 legacy ~ multipurpose - strict = & 3% -

F4% SIMIME 8% > Rl Barc R e A BRFIZ 2 > kv 50074
SIMIME BR 7 %_% 2. OID

S/MIME & & 5§ 3] P B E
Mailbox-validated(legacy) 2.23.140.1.5.11
Mailbox-validated(multipurpose) 2.23.140.1.5.1.2
Mailbox-validated(strict) 2.23.140.1.5.1.3
Organization-validated(legacy) 2.23.140.1.5.21
Organization-validated(multipurpose) 2.23.140.1.5.2.2
Organization-validated(strict) 2.23.140.1.5.2.3
Sponsor-validated(legacy) 2.23.140.1.5.31
Sponsor-validated(multipurpose) 2.23.140.1.5.3.2
Sponsor-validated(strict) 2.23.140.1.5.3.3
Individual-validated(legacy) 2.23.140.1.5.4.1
Individual-validated(multipurpose) 2.23.140.1.5.4.2
Individual-validated(strict) 2.23.140.1.5.4.3

19



OAREREL GG UL P 2ThERE Y .~ (TWCA GLOBAL CA)B 3% % 7+ 1t % JF

13 2R 2§ FF
TEBRERRERRF LD 2B HE ALY ) F F T AR
(1) &# g = ? < (Certification Authority » i # CA) -
(2) 3zt ¥ < (Registration Authority > # i RA) °
(3) * = (Subscriber) -
(4) % # &%+ (Relying Party) -
(5) # k¢ ¢ = (Policy Management Authority » # #i- PMA) -

BEFEY cRBIFAZ*YRA L TEFAEBEFEY w  (RootCA - {4 RCA)
gl 2 gEmed . (UserCA fifLUCA) ik T ABHFR? o ) o 3 f
B Ok Rl 4o

TWCA Global # 5
RCA g P
S &
& pi
,’Eéi
] L }:ﬁ }E

%

% p i

B RS 3E F 5

UCA N

ﬁ

¢ &3

=

AFEABUNEZ S e RRPARFFEY whomi 7 2 RFELEFE P
WIEE - 2 BEAER o

Kdoim V SrE R v BRI P R R EmE LY
CpT BRI 2 F R -

20



B ARG UL P 2 Y o (TWCA GLOBAL CA)E % % i+ it ¥ A

131 B@EFm?

1311 58 & B@EH L o

B kG

1
AP FY

#E Y S (RCA)Z BB A BT 2 A AAHER 2L T4k
FHE2 FL AR FF T
1) fF* - @FEFLY CBFELEFEFRLITEFY S BHE -

(2 gy 2R FFEY w2 BHE - GEAR L FP (Certificates
Revocation List ; CRL)** %% & ©

(3) #& 4 1 &% i 4 39 (Online Certificate Status Protocol ; OCSP)R5% -

(4) aiFpEs R a2 BiF T o

(5) EE > b }_i;-;ﬁg" fﬁi’r;g;%f;f—r vl Z P R T A R

);_ﬁ’;-} M)& E_’FIBT ¥oo )é\‘_,ﬂ_ml?é)l’- RCA m)&pﬂ_
BP0 R s NihiE S e K

1312 % #FHAIELY

P e gAY G(UCA)d AP | FYEE W, AR fF T

(1) pFr e mEs EEEFE-
(2) »F,;Bwkz DA SIRYE S S E2 G AL 7 8 (CRL)* #2735 B o
(3) #& 4 ¢ &K i %39 (OCSP) RS -

(4) ‘afFETROETEET o
1313 e gmL¥ <

TR BRRRERGF LA P ) &R
A=
v

# 12 ¢ < (Policy Management Authority » #
B PMA) 4 5% 4 2 g

J
L iﬁj‘%%J‘Tﬂiﬁ

(1) &B#EITK o
(2) hiTEAE -
(3) §Efp -

21



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

1.3.2 &P ¢

L ¢ (Registration Authority ; RA) L & f § &% ERY jF b » 2 8 E%E
TRZAPM T RAGEEEY  RHRE -

1.33 * =

* 2 LY B 8 (Certificate Subject) &AL rie 2 BAE - 2 G HEE AR
EHAPHELT R ESGE -

I@gﬁ%géuiw S e'—d-a;-w EABR R o
134 £HEE¥

EORBEA AN ABEA MY CBEN L AR Ak REABEFE < 4G
Jﬁ, {]\—vﬁ’;i;‘ﬂ‘ﬂ I'ﬂ’ ]E;rgﬁo

ET TR SN T T R A LESER S T YA
T

;g)@—)& B j\@'»’—“?ﬁ"c’ R

EHELBEAEPLTN  AARLET R
B R LE TR R

1.35 H# a‘tﬁ'—‘ﬁ

22



T AR

14 G@* &

G P 2pEEF Y < (TWCA GLOBAL CA)G # 7 4% (T4 A%

141 BEEEE R

T EL

W TR E S RII PR ECEEATR 2 B @S N R 0 A R D

)&Fﬂ_'g‘ 3—‘5»0

LR IREE R RAT

g ¥ 5 w L &
o AEHEIES Eap P AR FERREY S A LA
o ﬁ’fi%W$%*’%?@w%W$uﬂ9u@@*é%ﬁo
P #* ’f’f&gﬁ?;ﬁl—t{ .q%;j_.}ll 2R fif/ﬁgﬁ'ﬂ' ’:" JF‘~ pﬂ‘%/\ﬂ\é}\;‘j?‘t
J FLE N ZovE— M b’“r”ﬁ s »”'#Mg,éiﬁ‘gmﬁ“xaf—w‘ EEIE
£ ;:c,?;mcl NP ek LA ,g_;ﬁr;f HA,\AEJJ?)IL%&jK,\P:,;F?\%Fi
L. R zovi— o @ 0% Sl TR B RS AR LG H
T2 TR o
PEBHEE R SR gy AR T A AT
EE N FLE N ZovE— fE b # »:-;}Elfﬁg MEd 5 E R FEER R
fj{éﬁ?“ fl]"é ‘i ;l—’j'FIm ;I?é‘z%—&i}i -E,/Aa\?g\- V—JJ l%‘{é‘_ o
* é?&’)&fgfﬂ\:‘ NN 4 ::r,PJ v ,ux$f£§ﬁ¥ ,_;,f;‘\"g_’l]? R*Kﬂ\’\—”?&
o & «}'}E_P\yvgr-— rd—:]"a’!l- M*B&g—«)%‘“—(r} ?€§{Fr7 I‘E‘é)l’_ﬁ_t_}?;- ;}'{’t
EE G PR R 2 P B R
B iR e B PR AU SR R4 £ 07 R BAER

et 3.2 gy it o

23



EARERELFF U D 2 EEE Y S (TWCAGLOBAL CA)G# 7 i+ T ¥ A%

142 #* pRARKFE

. \fgﬁr%é]_?]

BEERF FF AR A B BT
IR Y - N MR AR S S S Y R N S Sy

ERABZL L BAT

Y - & 5 - B ¥ = K ¥ T £

[£ 4z > % ] [* i =] [* = A] [if ™ 3 7% 4 B]]

1 %- & LE-7v |14+ Logfehr 23 Fir
H ‘l \P:B

P 2. VRPN (2. p R4 —fi Z %ﬁ:fﬁb%%

3. %z T Emh i3 iR

bRt
0. Rz#* &BFE ‘

R F A RS
ST AR o
ﬁ‘?;%%‘?;
HAHE &Y
EfpR . R
B * o~ f2 R R
5 \PDF + £ § % -
\L—+ R NS

X BT HEP (Time-
Stamp)

(1) ¥-E&ZEPrREX>E 8

BEALME -5 2)F -5 QR)Fza  0)RFERE % 2EGrr 2
AP FEARES A RA SRR FERTI4N BRFEE L 2R

(2) %= B i * iy (Usage):
FALME- T QEUEAFERP 57 (Gl kS P ERP )R

24



”‘_}_1? ‘}&ﬁ)é'vupf'—;’)}qﬁ

3)

(4)

2P 2TRIEEF Y o (TWCA GLOBAL CA)JG % % ix 1t % 5

® H - *ik: 1‘&3@% EE - Rt “l#lj;f?rf‘ TEHERRBE S Aop A
@$%*£$FTE%“ CRERRALIT R o peh s BN AL
(CertificatePolicy) 2 /& # & % mﬁé & #-p (TerseStatement)# i
g iBES ”L*ﬁ5”#~ P ¥R o

® ULFPPRFP PNk FEEY BESRLEEET F D
i cat\nw%iﬁ "‘J;qswfffl TR E RS ES
BRASPEF2ZEGA AT 2z 02 50 o

e
af’_‘

R

&

FARMERRE T IFHRY CREFRTIFEL LR
EPEEFEEET (2T FEE ‘wrw%“* SRR R
FHEE T FEARKE Q)R FFART A Lo RREMR T
FHEECRFUEUALE SRV FEJIFHR DS EERY AN ABE
Z PDF < 2% 323> ¢ %,mla\ﬁi%ﬂ&?ﬁg'ﬂﬂ £ A * g
AN CRRN T o) RS VEA N o3 PRLTORTNG RELLL
5?,:3"’%52‘, LI SN I F A
Blder | RRAFREFLEFEREL R Y FFAH L 3111 fFf 4T 0
()% 2 E=s(HE- v (124" 2 (12 iR? -
- BERFRYEE R E

B2 2 b VIR BB U P 4o T

(1) 22 F R 2P BB L2 P ERFERES YT
ZRBUE ARSI ARIL AEAVARNGR Y FRAETH

(3)

PROPURR R 2R H B F 2 DS RS RRTE A 2 BN 3
BT PURE Chdp Rt S H - ’&éﬁiEﬁT?“g\”’*‘?""ﬂé'é‘n’?%ff@ig%’ﬁ“
G2 AR £330 FAERE R

EHABANPITF LN T AL EREE Y PR U R U
FooRA 9

25



T OAREGRER G U P 2 7 (TWCA GLOBAL CA)E % ¥ 7+ 1t ¥ J oF

(4) VRFEP STk CEER Y PR AR AP EFL LGN A
PRTIARM TR F IR S SRR 0 P R o

BER Y FRERY T E AT AT

(- B groka
(RN IEES N L F o EA R R Y
7 i 75
1113 [5- 5 |HE-ri |2« TR M 3,000 3,000
R
1123 [$- 5 [E- % [p R4 TIBF A AL 3,000 3,000
LT
2113 |[$- 5 |[H-r#% [F 4 TIB A AL 900,000/ 300,000
LrrEis T
B* ~PDF = i § &%
2123 |5-& |HE-*ip |p AL TIRERY M 300,000/ 100,000
j/gﬁg;’;}\ G e
Bt ~PDF = * § %
3111 |z |H- *p [z4 £ ) % *2%2,000,000
3211 |$ =& ["TIEFEP |2 A EmE S RIFIE % *2% 2,000,000
5o ik Bt~ RRER T
FHLE T FEAK
LN T A R
R
3121 |$=z2& |H- *3 PR £ ) 72| 300,000
3221 [$=5 [LIFRP|p KA @i SR IF %2z 300,000
5 r ik B~ R R
FHEARE B2 L
*%ﬁ*%@
3112 |5z |H- *3p [z4 IR AEE 100,000,000 2,000,000
3212 |$=/& [|"TIEFP | A 7 ®#% 2% %3 100,000,000( 2,000,000
5o i AR~ RRLER
ﬁ\?éﬁ%‘ﬁé
;é’fu,t\f—
3122 |[$=& |H- *ip |p R4 T B 15,000,000 | 300,000
3222 |$z& [|"TIEFRFPN|p ARA %ﬁki%\§4 15,000,000 | 300,000
5 r ik mﬁﬁﬁ S e RsR
A~ A ARE

26




”‘_}_1? k‘ﬁ-’( F\XFF—;IY\? LRI

P RTREHEF Y .« (TWCA GLOBAL CA)G # % ix 1t % 4

- %

-~

3.1.1.3 & ESES =+ @Ak ~ s+ | 20,000,000 2,000,000
j/;‘,ggpl\;‘zﬁ\p ¢z F
f ’f}%‘fi} 'L‘E%
5% PDF < i §
L N e
2 ERPFRR
F ER R

pf;\ﬁ*

3.2.1.3 B THRFAaET &1 | 20,000,000 (2,000,000
B/A’\ EF:\} Jk_ﬁx é—ﬁ
fonFFE T

g - PDF + 2
B¥ - nase o

I

3123 |% = & B 2R A TIRERY M 2,000,000 300,000
Lo s |
B IR~ 425N G
5% PDF = ¢ §

B I3 ERiE

3223 |[¥ =% %

/J

Il 300,000

pRA TEREAARET M 2,000,000
B FETS S e ERAR

i~ FEAHLE
PDF ~ 2 g% « 33

EANE A

W
5% 4

-~

}'@’}F

,;ﬁc]j\ ;\p@ (& * %I%]A,{{,%?Z

2

=t

N e S E T

EIE DA TN ER

3 AR A

2R pRAAT P EEN 2 TR (Certificate Policy: : CP)E# & # #
i & #p (TerseStatement) | ## = -
:x 3 : S/IMIME & 3% 23 ’5§ 76 SIMIME BR - &3 p 2 & 3 7 K (Certificate Policy ; CP)x

z%;\.ps)@ ,g%%&[ﬁ,xgﬂ;

143 B@EZZ L iE* 3
AEHEE IR ST RE 2] g_f%“"‘F#Jﬂ£7 E}F%I’% [GIERAE 2 Sak A
e R S T LR RRT T EE R PN T P T
FEAET LY mz;wn*Mfe*%”u"rE—E;:é\ﬁwﬁrsé:éw%i?ﬂm
LEPHP TR SRR Rt R

27



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

15 AR E =

151 §2¥
AEEAROR B HFETE O AEFE L PVA
152 mee

1%$'F$E—g‘g}’ ERCEIE N o) :{"L§E('&r$% ARLE Y A &FE—F;]?';)

&m»*ﬁ%@?ﬂéﬁwﬂ*.am%%

O & A RRRER 3 Lo 7 (TAIWAN-CAINC. ; TWCA)
Es,;o;g A i“ PRP

Ly oAB ¢ I %(100) T 5§ 85 3 10 &
. 10TH FIoor, 85, Yen-Ping South Road, Taipei, Taiwan, R.0.C
T e 886-2-23708886

3 886-2-23700728

THEE T4 | ca@twea.com.tw

153 BHEPHTELLAE2 P2
AEHEPFILY TR BEFIHTEARE S P PMA Y .
154 BEIBTLEAREP TRA

fﬁéfi?+§f— EASENE $ E AN EER T S EENE S IY R A
Froats o B O F AT E AR T4 IR B RTE o

" i

\

1.6 %

£

28


mailto:ca@twca.com.tw

FARRRERRF I 2 BEF LY < (TWCAGLOBAL CA)E#F i+ (T ¥ A%
N 2 -2
c~FEHBRE

2.1 #EF R

AEEERS c 2 HH RSB BEA LR BEALE BEA B TERE
SBETERMTRLAWA T AR BER G 439 (OCSP)IRIE -

fEF R enfgen 5ot https://www.twca.com.tw/repository

CRL # OCSP z % i -t P >0 B AF =7 > HwmFALRE T o
X2 \
22 BERFTA2ZLF

ABHEFEA L DF L T LT
(1) B#scE s AEELE
(2) *BERFR? cEBELAMTR -
(3) E#2kwE -
(4) ®# AL G (CRL) -

(5) &A1 i (OCSP) -

ATEAEEI FHMPRETOF N GE -

B A L (CRL)Z 2 # 47 %

\\\?{r

¥ 497 52 R 7o

AEEFEY RN RATEAE > 2 FET B ATTERARE L o

2.4 ¥ R 2 3B

ATEARZ ERREFTAT OBHB LI BRRERA RO N {ATREAET
WAL E R F R A o

29


https://www.twca.com.tw/repository

1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %
sale A
3. BN Y
3.1 # %

3.1.1 LN

AgEEmEY cEg o X501 & st s Az X509 B

ST L B F R T SRS A

#9] 2 4£(DN) o W] LR F O
Country(C) B2 WY TW
CA,\:J'%‘H/X» _\;f ]
Organization(O) s k Hgﬁ;n;ﬁ nEs Information
Wﬂ TR

TaiCA Information

CA(% 2 8 =) F
P luser CA

OrganizationUnit(OU)| & # 211:_) i dﬂz @ BH - F
=
)

;"Jl' LA I ] r’ﬁ‘
OrganizationUnit(OU) #* & # ’Ljﬂz 25 X H > |12345678-RA-Trade
F1(2)

iﬁﬂwﬁ%‘wﬁ”
OrganizationUnit(OU)| = r'7ﬁi—£ ¢ 3H & |Trade
’L«E i FI_ B (3)

& 2z ’j_,:rtlz m"’—k‘?—ﬁj
o bl b Ry 113

E - Yyt H p v
ki

—

CommonName(CN) 12345678-01-000

30



”‘_}_1? kﬁ-’é-pupﬂ)r:’ 4}; (S

(=

(=

A
A

) AATL & %

ParkEEE R

2 ¢ . (TWCAGLOBAL CA)G#F 7x T 3L %

| #.4£(DN) ®p B LR O |
Country(C) B2 WY T™W O
CA 2 @ 5§ th¥ 21 1 )
Organization(O) 2 0 " ﬁ,\;; FLe s TAIWAN-CA Inc. O
FF F] TR
CALE % & EIPTRE | WCA Infosec U
OrganizationUnit(OU) | /&2 ¥ 3 RS E CA nosec User)  x
(1)
EEUL AN S LS
OrganizationUnit(OU)| # i& # ¢ #% =3 ¥ = |70759028-RA-AATL| X
7 (2)
AP P S AR
OrganizationUnit(OU) | % % {2 & ¥ 5+ %2  |Information Security | X
HH = F(3)
Y FF e LA
CommonName(CN) |# # # ¥ @ wu2 248 |70759028-AATL O
—,t‘! is ‘S_EEFX’.»L F‘ FH
) FREE
rFd 5> > m %ﬁ; & £ 2 K 2, {?'
B r’ﬁ-(DN) P 5 r’ﬁ-l’\ 5#""] o
Country(C) B EWH 2 B T™W O
Organization (O) e ”ﬁﬁf#— 4w 24 [ TAIWAN-CA Inc. O
CommonName(CN) |FF&ig§# % | CN 70759028-01-TSA O
) SIMIME & 2%
£ #£(DN) wp B LR B R | o
Country(C) B2 JY T™W X
Organization(O) el A R e My Company O
BT S M
OrganizationUnit(OU) L *’“"IFL e /E - My Sub Compan X
9 Organization 2_ & % & y pany
% (Affiliate)

31




”‘;‘_z?kﬁ-’épupﬂ;’ 4};‘ ‘\‘?’J.}l JJ:,& 'g

2 ¢ . (TWCAGLOBAL CA)G#F 7x T 3L %

BT g e ¢

Fﬂ
HoFhmoRFEE

CommonName(CN) Organization & test@twca.com.tw X
EmailAddress #p ¢

SerialNumber(SN) | S 2 SRR 1234 X
v LV EGADE R

Pseudonym(PN) Foo e bldcf 1 % | TAS175 X
5

Organizationidentifier ;& s & 'S/MIME BR  [VATTW-70750028 | O

(ORGID) -
71422 &

EmailAddress(E) T EE test@twca.com.tw X

a1 L= EMSMMEBR714 &84 531 » P BREARE =L
3 A2 2124%¢ CAB % &2 OID-

_:\'H"")& ?}97\:‘ \_,E]E/iﬁ)&? —X\?—,IJ %g_

(-) % UCAmp L&
“] £ 4(DN) wm
Country(C) C=TW
Organization(O) O=TAIWAN-CA Inc.
OrganizationUnit(OU) | OU=User CA
CommonName(CN) | CN=TWCA InfoSec User CA

(=) FRUCA thp £ 5%

#4] £ 4£(DN) wm
Country(C) C=TW
Organization(O) O=TAIWAN-CA
OrganizationUnit(OU) | OU= Timestamping Sub-CA
CommonName(CN) glljlt;;'r\i/t\;CA Timestamping Certification

ChB R BRI wp SR L

4| #£(DN)

Country(C)

C=Tw

32




A REREL T LD

2 3 4

#1389 . (TWCA GLOBAL CA)% % % ix 1t % 5

Organization(O) O=TAIWAN-CA
OrganizationUnit(OU) | OU=Root CA
CommonName(CN) | CN=TWCA Root Certification Authority
&
#5 2 4£(DN) w
Country(C) C=TW
Organization(O) O=TAIWAN-CA
OrganizationUnit(OU) | OU=Root CA
CommonName(CN) | CN=TWCA Global Root CA
&
#5) £ 4£(DN) w
Country(C) C=TW
Organization(O) O=TAIWAN-CA
OrganizationUnit(OU) | OU=Root CA
CommonName(CN) | CN=TWCA Global Root CA G2

3.1.2 #5442 4 &

R T AL iy AREER - E oLy A L i BESERE A o S

MR FAHTE P RA

313 * #2 % LKL
ATELET LF SRR L

3.1.4 &6 &4 fa AR

7
=

e 4t

2

Y e

B -‘;“T ;/?' 7"l ‘;z ’2”?;" °
LT S GG R

B

ey
e

Ay
23

Bt~ w L

LR B LA L fEEARR & ITU-T X520 ¢ Bt <4 -

33



LOARERILEL GG TP 2B HF Y o (TWCA GLOBAL CA)E % i+ it ¥ A

3.1.5 % ffere

ARFEFIEY SHFP AP B LHE R ARG L - e
3.1.6 #u £ A4 4 ehk

g * éi@;ﬁf% # _7;\2&'— 35?”1' r'%?—}] #BF\?'FE": %’&”“‘?I‘” LN llid P?_;T'FU T' ﬂ?ﬁ
,E'_%« LN R ¥ e EEE Nl T A I L H S CER pt
WA FMFERERLR Y o

GRELES SRR RS LAE S8 2 0 0 TR S R R R
* A %

7 ANEH »gﬂéluapﬁﬁ T 2 el ] LFLR H R T A % 2
R AR W F 2 BE R =

317 By~ FY 32 &4
,;xégl‘l'c‘,ui*é?rﬁé\ﬁ”é ,Bg_\‘z__pr‘;,fﬂ,z ATEERT SR Y IR

B L f]a_’ [ S S A o r‘gfﬁ.\ WV BB E - Mo g iy r‘g%ﬁ.)’? EARR O o=
RN N e e L N

3.2 A daEh i

P RREREE MBI LG R Y o B2 Y R R DA FTHRE R GRS
P Y i L AR LT R

(1) Heérde pehi o P TR 2+ E (Authentimty)%; . A
(Validation)%%?ﬁ IOV A #F % & & 2(Linkage)% & H % 1*21 B

B FEE AT fie o

(2) FYFHAFARASL . FE RV RBLRBEPFI RS RLA 2 S0
ERERE -

(3) #nits Fdra &4 T ¢ i @ ITAGR S R R Bl TR EY 1
e

FApFeh- ko0 8 LY A2

34



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

FUFSIMIME &% » 2R 7 PR3l & &7 F%ET !

EEEE
, et | A LA BAE S
SIMIME & # 3 3 ] 1 4 LN s
i gl &Y | vrE
&
@ i 7 45 2845-% % (Mailbox- Vv
validated)
‘e % % (Organization-validated) \% Vv
¥ 24 1 B2 (Sponsor-validated) \% V \%
i A 2% # (Individual-validated) Vv V

321 #P#} 1R &4 S

Bap B AMGE UL F B AMAD T P FAN ¥R PKCSHI0 1§
FREMP R EREFTEIAPMEREREY o TR PR EKLIED - AERE
FIO s v @ bk mET ¢ ¥ PKCSHI0 B3 a2~ B Lo %
FEGR* P AP R AERIET F SR ERET REKIHE T S Lo TR RFER

3.2.2 % A B A thgw)

A chgrn] S N R RE AT 2 G iR R s (A 141 8)a 4 o
BRI S N AT

FEE R N

BlER s PliReE % 2B 141 3P o

B AK S A R B TR TN o

P P S R vE - PR L A

iR F - AP M %f" °
EAH SRR R % ﬁ;;\&yf/g?;mo
=Ry P /P#%’F_ % TE 5\5’371? *'H—'f‘q’ﬁ it o

By - A

RAA SN R B2 NI FREUEYE LS
AR (R

PEP S FETIT R G PHEIE R R D PR 0 T4 2y
R 2 LT A(GHrIFEFead) a2 LY~
2 B h FRAE G RE A AT o

,
4
Iy
&
NBEWwNd RPN e

>
»~

Ji
w
o

b 3

- 1. Fi vt %= 5ipbtat: -
2. P ¢ E GBS Ny

35



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

F s SIMIME 183 > 72 * A% BB % = > 7 Gfid g 2 4e!
ﬁpa‘ﬁﬂﬁ“wﬁ WP HRFE R el TAEA TR

TSI SRS e MEEE LY o R 2 Ty
K] ;1 T2 hd » B RIRISL FfrE 2 F 2R x%ﬁ

3.2.3 & F#it & i dEEY

F¥ e EAN s SIMIME 83 » @ F 7R+ 20 jaind a0 HR 0 2
FEEC e & T EEG R THESRE  ARREEY
LpaR AR a0ty A e -

BEFEY I 0 k- T id SIMIMEBR3.2.2.1 (%% TLSBR3.2.2.4 &)
MEREZARTERA WY FER MR AR LHEF AR

(1) A7 i ® TIE0E  BE s MEE S N Bvh- Bra- 2 sed 30
% 2§ fcie 4 5 % 4 (Domain Contact)’# AP SRR .
B¢ gt 2 A E % SSLBR1.6.1 2 2k - A% & 45 SSL
BR3.2.24.2 & -

(2 »¢ wig* T3 BE- Bri- ¥ ond) 30 2 2 FrlcE by L 4o
Ed AP CEHE Kﬁbﬁw v Hod gt A ?d+érs,i£~ﬁ_m”‘ : admin st
administrator & webmaster ¢ hostmaster : postmaster r:ﬁ&# =
'@ ks tff o 5% 0475 SSLBR3.224.4 %

(3) ¢ 3H gk et DNS R p 2 CNAME » TXT # CAA % Fih &
fsr“ M RERER A GREREES DAV YRR
(Underscore) ¥ g 2. &4t e (Label) é £ 2. > £ 30 H @ 3y - Brio- 2
Request Token & 15 d A7 wrginz o 4 5% ;“%\% 7 SSLBR 3.2.2.4.7

5%

BT ©

Fd AP CHREPEKE B B AT I EE R R R FERES
#2. DNS CAA Fihksr? cm 4 Email > 3% CAA Tk ks &3—,;1 ™
RFC 8659 Section 3 #1%_& 2 & j§ & j# B~ "’Lo_?r_fﬁé%“w\f}uﬁSSLBR
3.22413 & -

4) 7 wi@* g FEMzEi- Bri- ¥ 2xd) 30 % 2 pricie ‘/‘a‘ﬂ g»]{xi&’

(5) A% i ® 3EE BiE- Bra- © ok 30 X 2 flE B uw <
B AY CHBIHPEE B LB AT IMEL D R KRBERS L
36



T RRRRER T ISP 2 BFEFEY w(TWCAGLOBAL CA) G & F ir it £ A%
#2 DNS TXT Fihkd? chm £ Email - & 5% ;ug} 75 SSL BR
3.224.14 % -

(6) #+ ,\,;(?f 43 75 % £ (Domain Contact) & B~ (7 H $3% "ﬁii B
B7 g L2 LA B SSLBR1.6.T &2 2k - A%
@‘}VﬁSSL BR3.2.24.15 & -

(7) #°¢ SRTEWMEA > TEEFHE RS L2 RERL B Y BREA
TP iskEeS L4 DNS TXT Fihiedr? et 2% 4%
= 50 E} 78 SSLBR 3.2.2.4.16 & -

(8) »7 wRTYEMEA » TP FH TR L PR B B
TiEkp sk L4z DNS CAA TRk dd il A T4 ¥ 3
iz 4 2. CAA F iR 8- 11 RFC 8659 Section 3 # %_& 2 4% i
BiEm@e o hrk %5 SSLBR3.2.2.4.17 & -

Fit A% 5N JE#Fe £ public suffix list T o B St LA -
3232 g3 it HEHE
,;_«?IW LN e R uﬁ%&@_ﬁ{:;}% FTfcEA 5 B d AP BRI

g_, ngg’iﬁ'ﬂs \/5 i,u—r_‘gj\.

(1) 4=+ 5 S/IMIME &3 0 48 %] 7 (Subject Alternative Name ; SAN)®
prRZTFEET

(2) “EHs el 5 24 ) pE o
() wpEL Rl 5 112 2~ bits

(4) K:ifﬁ& fﬁ_] ]—) i}; |§ * o
3.2.4 B AF B L gy

oA S g S N R Y 2 B R R (LA 141 &)@ AT
oo BOMERES Ny ddheT

TR R 5 BA B Ay N

/Eljgé@‘ /E'JE?‘@»;/E\ /;E,%EE%_ ) ;Q% 141 ‘gﬁ_‘pg o
£ 1. BA* 2rpiske LaE AL T -
2. P ¢ R B ] U B

37



EARERELFF U D 2 EEE Y S (TWCAGLOBAL CA)G# 7 i+ T ¥ A%

1. FREaids - 5ipbi ks o
5 - s 2. BAT P ERIBHREP LB AL S TN (Gl B A AR
= 2o
3. P ¥ R PR ER G A e it
1. Bl R % - sk E fo
2. AAREEG R F RIS TR R IR B A DS R
- 2EEEC
=& 30 PPN R RERAR DT APHL T A
2 S F A (B4 Fdn ‘*//w\/EEF.uPRz&) a2 Ak
o F m*f*ﬁ;ﬁ* =TT A
LN FAEH o

FU e EAN S S/MIME'& #% ¥ 2.7 Sponsor-validated ;% " Individual-validated |
2. SIMIME &% » % F R BB A TaAF%FE2 » B Aoz it Bin

A
";)g‘,‘ a’; ‘&7 ‘$ - ] ‘\4 o

3.2.5 1 %@L ¥ * T
AEEF RS SHIF P TRE L ERE -

3.2.6 #'LL %%

B A A SRR E A (TR )L @R 2 B S P LR
< A

BT RGP Y QU A e B2 R B ¥
R

\

>
Jul
‘.ﬁ.:

\

N

q
&

s

Y

3.2.7 3 EE > ;N

3.3 &4k { ATL 0 & &Y

331 BENFILEHFL AT

CEE A RS BV i A AR R e 2 T AT A AR

38



FRRERRAERFF AP 208 FEF Y < (TWCAGLOBAL CA) B & 7 7% (¥ % 2L #

0ot Ra(TEE)NL Bl TR - - ES PSR (AT T ¢
BrE et B UL - Eo f ok VR R D G E LAY N (Bl BT - B )

cll

[N
& She
T
X l‘\m

!

- FEGEFTEGE T AEEEREY 1Y
; 582 7% &40 77(Rekey) -

RS TR S PSS I

% 43l & o< % & e H

FEEHE £ 39 ! B AP F
AATL &% B £ 39 2 Bl F
R E £ 135 B * & 15 1 2

S/MIME & & % & % strict & multipurpose 2 B E A

‘gaﬁ %02 1 UhE L 825 % ;

F &% legacy 35 2 G o A

" E 5 1185 =

® NEHF oW UER T CKITAL OB 2GR EY ;ﬁ—;m Lrlie Yok
%f%ﬁﬁéi@’®u¢kwé~ FATE R

® NgE IR m&w?k*i%&$1f$$ﬁnq I R Y
3.2 §Rw2 A g Npirp ¢ d SR AT FEEEp ¢
ﬁﬁ&*“’%¢7bﬁwawww#%;~*Hﬁ4 %A E R NG
A S z//,,\;,ggy-ﬁ;*ﬁk B F R P TERET AERE R
LY = RN ;?—3’?& b 3 = AL IR e ;%_;% d E%’Kf
Egg{jﬁ_f‘r?ﬁ_ﬁé%#&}, L E MY T ERFEY S IgEY ;ﬁ—;% KN e F-E ]vjlbty,by‘z“r

)t:_';o

3.32 BFEARI 182 B4 FT

o2 BRSO P EAETAe 3.2 FRTZ AR FE S NN H BN v
i

Y e R LR TR -

3.4 BiALF &

FrooRNEBRAL AR TS EEmail TEA WY By AR LY o
B rERERY MU Sap 2 BETAREREALGREFAE - LARE
Wi d ABEF LY R FREA TE o

Foop P R NGRS P sk P S L R e AEEF R

39



FARRRERFF VP 2EEF LY < (TWCAGLOBAL CA)E # 7 7+ (T4 fh i

N sl 1A —d-]‘\ d NGz ?,,é SFEIREEP P P L (BB RAGBHEE FHRE)
PERBERL FTE TP P I AEREF Y P PRV EY R LR

*—kmﬂﬁéﬂ‘ mé‘,(zr}b"? ﬁ’f,t}_,ipi‘#‘éﬁ.fb@ﬂ%.%?bc

AEWHEREFE Y RE A BT F A E S0 ey et

=3,

#f

40



LOARERILEL GG TP 2B HF Y o (TWCA GLOBAL CA)E % i+ it ¥ A
Bt buH e
41 B 3

24
411 &&" i3
Y B A R A A M E IR SR G
B 2R A jszﬂn;;gagge' =

FFFI

412 3P ¥ RAZ §E

PEORw I YV GG E A o Y R L e e A g
ST
i

(1) \'—'"‘-PJ v INRIIVA /FI ra, ¢ ’L‘WFLF"; ]& 278 ¢ —LE b"i L‘ ‘Jé— *é? ]—,Li %ij“,—ﬁ-u?a
Ap B ;%732‘ E'F‘:”‘“F%/mfi?ﬁﬁi'sﬂ% #* \a’bpglfi’j’ﬁf T~ &, 2 Jpd * 2 AL

(2) * 2 FRmrFEROEBRAMY FE LR B E WQP’TP6~$&
RREE 2 ERBDITERE  REY LS BEP Y P EFE KT P
R Bk o S A = A

4.2 BwY FEA
4.2.1 # ‘a]ﬁ!{;_“v']iiﬁ‘
L 2B B DL S FERREA 141§ o LA Eu iR e 3.2 & o

422 X LERBRY

R 421 LA ENAR R SR R BEY Gl oA N R S 8 EN AR A
FIEGEEY

41



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

423 B FRIEER

PSS R R EE T X
4.3 BEEF

431 BEBHEFER

SRS T

(1) * =25 GiE5 AMulB2 RIS R PisE & 2 T3P ¢ o BA 4
BH! FNLGS ? SR AKET L BTN Y e

(2) Ip =4 o B TR H_@,/,,\,ﬂ,g)g%; g, s Ay p¥‘19 ”Fﬁ’f"'? H)& 2z¢ @ ;%_;% g
maﬁﬁguﬂmﬁ’%ﬂhﬁﬂﬁ?mi”fgﬂ“mfﬁﬁﬁﬁ#’
ShREEERET AEEFEI o

B +BFEFEY w232 AEERTFIFRELT »GHEFER )
TR2LBHEARS > Td ¥ - FAAREFRPAR > AT ?‘}—'“ #FS
TE EFBHFTBFET LI L

(4) Tp'd,\,%ﬁ#;}u@—»?;mém@w7w»}& IR N e R = <3

fo TRES B S RFEBES Y L.

(5) ABEHEA wEHF2 % FFEY DEEALD B FREL PR TER
AP B EENBEEF LG TER -

ﬁ#ﬂwﬁiﬁﬁﬁﬁﬁwﬁiiﬁ"ﬁﬁ{ﬁvﬁ%&ﬁ@%jfﬁfﬁé
A g T ORI Y R 2R IRae s UIRE S 2 Dl P S

Pu ARG E-? c‘.\.igym—& DTGB -

432 BRBEEF BT wr #

TRER Y FEF L S N AREFEY N R ARHEF TELTT TR
FLE
TS Y GrRA LT P N AREREY N REEF TR T ES

i{—?—gﬁﬁfi ;\431{('%’:"0

42



FRRERRAERFF AP 208 FEF Y < (TWCAGLOBAL CA) B & 7 7% (¥ % 2L #

4.4 BHEEX

441 BREEZ LR

eI ABEE Y S EF L RER 0 FEEFUT RS

(1)
(2)

3)

(4)

(5)

%

FERBHEP FEY G- R, ¥ L TEEFM
BABHEN 2 2B &4k 172 PKCSHI0 %Y s 2 2B 247 0
N

A PREIEE G FM RPN ERGE L A s RS
drit o LAGRERAT S A BEFP VLI B LI AE

HERY SITRR o

FHMBET FF O R T Y LB B EEATER 43§
B E AR o

oSO RATY 2 B 0 v AL AT BRIEFRERY GEL Jfg
FI12 273 F2 P ARARZIEFHRLEGRE Y 2 L ¢ o EHE

AEEEFREY SR CNEEPFL T AN e MEEY CRNEER G

442 BRBHAFERE

AEHEAILY W S R ARL B AG TREF L P RESF NG

443 BEBHL L ¢ BPRERES

’», s
EARL

45 S4pE2 BEY £

451 % ¢4 % b4 B P

BoS BT Y EEE U Ae 14§ R

43



A RRIREN PG NP 2GR LY o (TWCA GLOBAL CA)E # 3 7+ it £ 4 %

MEF SR SRS FEAEIE SRR T 2 B T Ay L
-PJ =4 :\J?ﬂ?:g\i" _'T':l; o

452 1t iiﬁﬂ@?*ﬁﬁéuﬁlﬁﬁﬁ

RHBEFFCHEAGEFEY 2 2 RE

VR EANT SR 247
B oL LKK?" ‘-*LF‘F )&pjﬂﬁ_:

(1) ﬁiﬁlﬁéi > 2 ?lﬂ E’*pﬂ\7§’7—“?,,\:‘.\.7 ﬁ»rﬁ%’&”ﬁ'gi‘”t’mg b
5% o

(2 WARBHBEFILS S f BEE - * “BEFLY CBEE P S BEL
o -

(B) “EBABHEEEY v REHEL R M REY TREFEY BE
2B EF AT G oD AR o

4) uar»«z&is?;ma.\.z&‘zs7 N EMg Y PR H %

(5) Wa* *BHEALT SBHEFILA SR o

%%ﬁﬁ@ﬁﬁ%ﬁﬁiﬁ%ﬁ@ﬁi%@f¥5@ﬁ£$ﬁﬁ§gﬂ@%§%,
RGE S A RIFEEF AV LI CRE -

4.6 BEE

& E ¥ (renewal) fidp * 2 ARE T 2
I &4 AR AEE S LR 2T EL 2 B o

“~

T E AR -

#
1%
5P
~=be
@
[
|

KIBEE LY 7 IR E B IR .
4.7 BELAT

ﬂﬁi%ﬁ’l‘*#ﬂﬁ% A4 - B fﬁ%l’t f%é}_%%}- » T J‘j}}';q”ﬁ T ?;R"B’f&;ﬁ
%ﬁ@?ﬁ@é@

4.7.1 BHE{F2 %0

4o 3.3.1 H 2w o

44



$ARMRER U0 P 2 BRI < (TWCA GLOBAL CA)S %% 7+ 1t % 4 2

472 F BLATBRE
PG RLATERE

4.7.3 BHEL AR

® R 33FZRNITHE PEFEL LB EFEY

@ xRAIHZ AT EFBE -
A74 BRE{ATEF 2

i 4.3.2 &2 R o

475 (AT BBHI LR
4.4 52 R o

476 BEBHEF {ATEE

i 4.4.2 &2 RE o

477 {ABEISHE © P2 il &

% 4.4.3 &2 7o

48 B#E%{

BAESL GHBHEL B &4 ¥ Lh e @ LR FTRERLE £
ﬁfrﬁ']?f&\z A F 2o

AERFIELY CARLT S RFRAER] o Aor BN FTRAE Y g R
LFENFRUPBF R A S R BES 0 24142 43 44 §RTE
?F&\aﬁ_g%

45



A RBRRELSF UL P 2B EF LY o (TWCA GLOBAL CA)E % § 7+ it % Ak

4.9 BRA L2 YR

B AR UE AP JpB R E AR ¥4 » CRL/OCSP > s it 2 g% @
/g\%:Lfgeré}#mCRL/OCSP’E “& Jﬁpmll' °

49.1 B@EAEL2 T

4911 Fib* 2 BT

B R F O F TR R IS AL
(1 * =
1 d qfhlﬁ)\%‘.‘k?} ﬁjféq*’f}lj—&rlg}éjﬁlma’%\( > B # 7 ‘L%B:B%‘;Fg:’ﬁ
*?%Wm&if§’§*ﬁﬁﬂﬁﬁﬁwﬁﬁ ARk o
® BEMEEY AP ARM TG (B Glhe: 2P A B L H
AFHEARR TS [ AT P AnIE LALR IR APM T
o b"i)& #Efﬁgmf?$%ﬁg;}ﬁ'\lﬁ% Fﬁj;% Z’}t%vi’g‘”ﬁ??ﬁ}_—fg
R
(2) j\)& ?Imﬂ‘uldt;_f'r%ti'ﬂ' éf&;ﬁ

O AEEAAMEBESRL FAAT  SERS AP E ]

O EEBHOEARAYEIEALABEIL S BRBENT.

[ ] * ﬁf%*f&pﬂ_m 1?3"—‘}1'6‘\*(7")&?.9—73 é’\‘)}_ f;%:" ]
#iﬂ*%}fq@ f”),@f_ 37}2‘('&\-"?‘ ) 7 é e GFEME ’J"};J}{f:]— VAN <5
F oA ERR R

® Bmp G CAM TN A B ABEAR kRN L
* iﬁ_'#pé? ) ];1 Je ’:'f&‘::ﬂ.l]\ g_];”j;j:{l.l 'F,*\#J.Z f"* ) _E '_'41‘323;.}11 'F,\#,_%J
i S BREY A D § I -

(3) f## ¥ :
® G EWMAZR FEMRLFRERBISEZTERAEY o

#4t SIMIME 538 » T SRR RF 2P MEEF LY S 24 ) FER KL IG

@

46



B ARG UL P 2 Y o (TWCA GLOBAL CA)E % % i+ it ¥ A

(1)
(2)
3)
(4)
()

}}"’f"l,(%‘m \.E" %—J}II—I& m]%l}’- o

e LR BEY A EFRIE

)

SREARM P R ERSET SRR G BERF

)

2R e g Mg 5 33 £ 4(0)4- Debian Weak Key) »

BFEP TR T IR e h R LERERFEN T S pEta
* ¥

44 SIMIME 5% > 7 SEMREFL R ABEFEY SR a A 5 TP AL

B -

1)
(2)
(3)
(4)
(5)
(6)

(7)
(8)

(9)

SR 2 AR 56152 % 6.1.6 2 R -

URER -+ T I LN

e

PO R G B MR L BRI R A BRI EAEA Y 2 5 Pk
B Ak AR Y BE Y edt2 Email -
Bie el TR s o

& %\Iﬁﬂk?ﬁpﬂ_?ﬂt‘ N A &Fﬁgi}'%#ﬂgl%iﬁi}i%
W o

152 g+€a§t1 ?“:HLZ I FE o

ABEEILY o FFEEDES 2 W AR SR et TRt
4§ 3k CRL & OCSP Jii% -

BEITRK AT AP o

(10) = 4w 2 VRLfE® » 2 A4 * » A4gA W2 22 @ i g o

4912 Bi T BBEBEREL T

MTERBBERELR AR RBREFES S RWT AP RELEE

(1)
(2)
3)

TRBEB A 5 A
TREEBEL TRERY FARERE
TRGHEBER T 2 £4GEF 56152 ¥ 6.1.6 ST -

47



EARERELFF U D 2 EEE Y S (TWCAGLOBAL CA)G# 7 i+ T ¥ A%

(4) = RBEEBE B TR -

GB) TREBEBH . BFACRERES AGEI R TLAE BT RAEE
’;}N%"

(6) B il T DA

(7) &3 KBFEEEY AT RERERPBHES L FE 2 AL PH L RFEREK
Bk BGE R PRI o

(8) A KBHEFL? < AT HEEBIHEF BRI © 4P AL &
AL “,% zhe ZptH w2ty il CRL &2 OCSP PRi% o

(9) BHFRATEAELTD -

492 3 WAL BEF

B Sy e P A RARREFEY D FEMA SR RESS
h *E\?‘ )Elpﬁ_m)%'l- o

Ji

@ ==
® T NG BiLp d oo TERPY R S B
(2) xp P os(REHEEEY )

O LA C(REEERS ) RLT AR T ERT4934
}%]"fi}; }J‘m’ ‘j:u/F‘l}g T-P‘ﬂ.\,bk”*”'lmmi‘ /']"/L:#Elrﬁ‘glfq‘—
%&#;o

3) }H#4 %;ﬁ:

"J

v‘ﬁ?

N

PR R P LEERET 0 B P IRE
® UM ALFMAASY G ap P FiRipl FERE  %HE

*ot R LR MR A il o
@ ZRRTFIFHmAMPLp P wnY G RFRERD T Dl (E
FAHRA
® M X R AARME L s RE Y o

48



B ARG UL P 2 Y o (TWCA GLOBAL CA)E % % i+ it ¥ A

4.9.3 BER LS

B FERE A 2 FR R AT
ﬂ)&4&2%i£1¢%%ﬁ%i@£%’@%ﬁﬁ%i°

() FRBEY SREBEAL G 34 F LR S BRRL
sz 7.3 491 ET‘ L%«—», }%]" :i d 1E‘_]'1- ’73 °

(3) *BHFLI cEU A R 491 FRIEUN 2L TE o
49.4 BHEREFRENIR

#* »ﬁ%@)@;‘}s;g(w:g:ﬁ WA S s R - .é,r;?r‘fﬁ %@1%.};{ Bz, S IRE AN 4 G
Flo R TEARE GRS Lo AR Al A EA LR % 2T
%iﬁﬁ’2+rx%24jﬁ¢ 4o

AEHAILS SR 24X T ETWERALY A BHEIF Y v B
AT 440 495 & -

4.9.5 6 U HAILIE A 1 3P 1T

T.}u\:l \,(—\,j\z& ?;B?d,\_,)»](;ﬁuj’#»—v?& ;%,Lpé-j\—\.zgé%ﬁﬂgg—‘mi]{%,}«“
I = 2 A SR T - T S Rl I M A U N AV

= % SIMIME &% » 1293 SIMIME BR & & > S &gt 24 | R 2733 4 824~ 9
fﬁé ¥ /{k"liijéﬁ T\ilj)‘%i ESR-N rﬁfﬁﬁ&%%}% ,Tg'fté@ 4911 ;T:—Liﬁ-»i"

CHERFFARBEL G - FTEZ TR ERZEE > p 74258 CRL & OCSP
KA AR FIEY C EFBFEL ML FATEARF -

-

F 2 i’p’&\ﬁa_ﬂéﬁ%’&&?ﬂﬂmﬁ%f CRL¥ & Gz kit i
AT 5 AB3 f_? B EF > & 7%HECRLEE F 2 1 /rfd e 5 »¢
HAREIEHILRFC5280 #pid & & -

\mk
\,
TCL*' “my

FREEEFEEARERRY v Rz OCSP A Lte i@k i > R ™ 5 A%

49



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

# OCSP &_% % ﬂw&'ﬁg ¢ .2 OCSP Responder & % » ¢ 7 %z OCSP

L2 R AT 0wy ok B @il {5 F s & RFC 6960 4p B & o

OCSP p M P % 3 4B 4.9.9-49.10+7.3 & -

497 BEEL FP FEHH

AEHEILY o F 24 ) PEL S L ATE BH 1R ERAL FP
498 BEAELFP KA BLFR
3L o

499 M BGERI R E LHRS

AN E Y o T SIMIME &4 & OCSP pRi% > £ 3 HTTP GET & POST
7 439 OCSP s » B w st &+ £ RFC 6960 2 g > p % ¢ 7 3z L 2

E QA e

Ag@EEEY wF 24 [ pF A7 OCSP R 2 @AE R LT > £ 5 4
Ao HBAMPN FFLERTIE -

4910 AR FELGHERERT

BHBEE AT ABEE LY CEFLBEY 0 FHEREEF R
B2 CRLAHWE #BERE -

FGH SIMIME g4 A * AlgFLY v Fif2 CRL AR ABHEKE P2
JE1 499 HFR g2 >N £ OCSP PR+ k& A B H K& -

4911 #4582 o 22
R
4.9.12 & QAR AL

F & Mgat 8 TR _%is*ﬁﬂﬁ? WP FANE 2 FEMBEARE Y w2
50



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

FEETUT > AEFFEY BRI T NED bl FlEE

HEag DB Es4 s %2 COSR(i2* 2% PKCSH#10 5\ )27z P » 27
CSR z_. common name % /g = " Proof of Key Compromise for TWCA ;> 17 & &
& v “"%EFB_—‘ J °

KBRS 2 B AR R o T AL PRL

(1) A2ATPER Y B4 AP HROFTER -

[
i
TN

“

BT R ITDET E&ET) ’B}’g"L o GEE R

(2) ik £
pi B2 %Jﬂﬁﬁ%*&$%ﬂﬂﬁ%”%7b%*@

£
Ty
ey =k
.
T
—=\
[}

(38) £ = o
(4) % 23 HEATEES ¥ 4 o
(B) R*AMPEFT* AR EFATEHES * 2 o
PO AGMRANEREAR BN IR ER 24 B AR EEY
B B o
4913 B % g-pg-f;?q, 2% d

- FEEE

'}I’H)& %‘rfﬁ;‘|,$’¥' mlfq;‘%}\iﬁ%j\)&iﬁ?ﬂﬁ,ub% TF“’M“”?jZ‘@{f\
BEFRFFHL FFREEEYGFRY RIBF ¥ SR EFRDPEPN 0§
?Tﬁ%ﬁ%?ﬁﬁﬁﬁ%%%%?

® »

® EWNPHEMGT VLA BB DI L 2RBP LRGP
AR SILRALE F SR S EL AR T L
® v oRATRREL R HEE- KT

(2) p P/ REEELY

® = HIGTEm Lixp ¢ .\,/ﬁ\z&w_?;mé wE A AT RE RIS
(V"&‘T': 28 ) 7‘"&‘71’8}%)&;&”‘!} biFfIfTIZT——‘*ﬁ‘.q-‘ﬂ‘lF
FAENEIRR T R DR o

51



FARRRERFF ISP 2EEFEY o (TWCAGLOBAL CA)G # 7 7% (T4 A%

@) f##FE
o i%%%ﬁ%m’ﬂiﬁiﬁﬁ@%ﬁiﬁﬁ@%o
= ~AATL } - pERBE 2 SIMIME &%
P R AR B JRAE o

4.9.14 § B RBRYR B ¥

- N FEEE

b"i?r—-*‘ﬁfﬁgﬁj%:i—_}llﬂ,gi\} ?&%iﬁggﬁ'u\i%ﬁ&&gi\‘kl_;
¢ l‘bJ- -;}—Ei’»'#‘ ]"T)& m%’ﬁ]‘;‘?]?’}f °

i
T
fun
ol
™

(1) » =
® T REHE R Bp o TEREPY BT Y S gw
(2) P ¢ o (RERFRY )

® EI"P] 4 ‘“(*f&;’g'—ggﬂ s %‘rfﬁx%ﬂf # ”')& Bi: LIRNIVA /FI IZ;F}@
|—4915 f&;ﬁ%’—%iﬁw i?_]:; N }%@IEJ_ VA E'_“ 3‘_—}1' =4 ,\_.‘_I;vi’ o2 R
& dp b (T E R yHT o

(3) FHFHFE=F

® NP ARNOFERBRET Y Ry F 2R o

ln

O ZREFnaPRLap I ed? H R FREAMERERFREY <
hip BT AR A -
® LESM B LARME L BRpPY G

= ~AATL & # ~ FFRG#H 2 SIMIME &%

ziﬁ% °

4.9.15 BEYE2* 25

N
(1) %% y8L:
* ’:"ﬁﬂllf E{é‘_%%ﬁ‘%?;%‘ %&Fﬁ-?ﬂﬂ :u*ﬁ%"?’ ”'j/,lp\ F;lﬁ 5

52



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

dIEE AR R FREARE B (P E
2) 2% 5 7

BN P ST AT o KPP S 2L miRis
dAGERRY CRE AR FRBEYH BT TE
MY SR AR A Y s SRR e BRALE R B

Lenf ik fir gw’ﬁﬁﬁﬁaw%%@%w*éo

PWHM - ERamn Rt RE 2 HE 58T —%z DRI E S0 N ¢Sk
Fe

LR T AR RS @WV%”’@”WHﬁﬁﬁwﬂﬁﬁﬁﬁ’w&ﬁ7
PR U AW BB AT e o ? RRE L RE O REGESY S
BT T LR o

= ~AATL ‘5% ~ 8B #% %2 SIMIME &%

ziE’# o
4.9.16 BEEPE BT B 7 LH]

- N FEEHE

¥ H*#A ‘E—ﬁzlfrfﬁl,%’}[— 7!;,‘:4\;" ,—r’\)&‘zﬁ J- Fé& 'li["#\*#‘ f’]‘)& ﬁ _#_; )
9]“‘5‘5’&‘:&_@ RN A )&Fﬂ_/ P .;-P‘i/% i mf&?ﬁ °

TR R AT
i“*@%ﬁﬁﬂﬁ%"ﬁﬁ&“’ﬁ%iﬁwﬂﬁﬁﬁyﬁ@ﬁéﬁ%
HEE:EHE s R FAe I RBEEF VT ARG E

i

EF PBEERSYH B S E NI BERLFE Y

2
EAEE Sl ‘L&E’&éﬁ"f’% EHEE(E A LIEER 2 RiFR T IGE) -
B APy ik E S ABEF Y v BT 2 BEA] Lo
= ~AATL G ~ pE 2 SIMIME lg 3%

Ziﬁ'}"o

53



B ARG UL P 2 Y o (TWCA GLOBAL CA)E % % i+ it ¥ A
. A 2
4.10 1§ # 4 & PR3

4.10.1 PRAZF

¥4 iz CRL-OCSP Rir BB HM i - = At Bz
B AL TR GiZBEH BEAL 0 4§ o CRL{- OCSP JRit+ # % -

4.10.2 RIFZT ¥ 1

ABHEE? SR EMR Y 24XT R R KG ip’&é“_dﬁ Ty AEHIEEZ G
EiA U

ABFEEEY TR F2 SR Y ¥ 58 CRL 23 2 Gk i 0 SIMIME &%
7w % OCSP PR H Gk i o

PR FERZHFRT > AGEF LY w2z CRL -~ OCSP Rixihw
1

*@wﬁﬂﬂwﬁ&2ﬂ7fﬁ%%%’*uw@i'@&naW%ﬁﬂﬁﬁa
UOSRER )2 R RPRAEIG > T BRIE AR B a2 T 2R
HArfz e AEEF Y w2 HERET ¢ *r 1.5.2 & o

4.10.3 %43 it
B 4994911 52 g -
411 BEHE R

FABEEEY CEHLBEY BB GHEAL S
CEFLBRERTE Lowo

“Fn&
-Tﬂ'
|\
8
(
S
S
(s
E

54



$AREIER G NP 2B H L < (TWCA GLOBAL CA) 24 3% it % 4 o
=2 <3 Q&
412 £~ E 2R

4121 G4 EFRRKRES(

4122 + R EHHEL RRICRA S

% IF&%% °

55



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

5. F8 - FRz vENEEE

AEEE Y w2 % 247 F #95 CABrowser Forum = # 2 T NETWORK AND
CERTIFCATE SYSTEM SECURITY REQUIREMENTS | 4% -

5.1 % Win ¥

511 ik

AEEFES S5 N AP RAREAERBE RP BT RS R SR
o wBEPHEE S BURE ERSHET M 2 1D L A GRS
BB ABEFILY L MR -

5.12 F M F 4

AEEFIEL s 2 E IR T

(1) 3P F2 LA PSS S rdn)BuF 4 19 20 2407
p\;f&ﬁ A b EEE A ERE] T EF 240 pF CCTV =% % £74F
'% NGRS 'ig—ﬂ;u B M3 43,13_41% ,\;.\;P(,El Ff #\q_«]l’)':

ﬁﬁ@”ﬁﬁx °

@)*ﬁﬁﬁﬂﬂ@@ﬁifﬁéﬁ%“w%*ﬂ’*i%xia&ﬁﬂxﬁ
Eael R R c BEFR AT L AR TR AR 2
AN VRERFERILICE > Y e

(3) HAME AMBB/ILERE ?
2 J\MJ—’?%*{AE.%%?IEJ_#BF&% (3

513 24872

ABHEEILY S S E G R F T2 2 UT 4 s(Uninterruptible Power Supply ;
UPS)» # - &g s MBEFM  §pd oI Xy 3T HEd » »ikiBmd UPS
e Td o

FRBIZEHR SRR AT TR TR EL 1 TR T RPRGR
L RRE e
56



FARRRELGF U P 2GR R

51.4 k2

2 ¢ . (TWCAGLOBAL CA)G#F 7x T 3L %

AEHEILS LS RPN RS G
f’%ﬁﬂiﬁ‘.L

JERF O THAEFFEL RS

5.1.5 ¥ %

AEHERS SR HT AP AHFERE R S TR

SRR EUIRGNG JE I I o) =3 SRR A T

5.1.6 4483k
&ﬁ?ﬁauiﬂw% T
%0 ﬁmvﬁ%%@? -

5.1.7 B3 L

G

2B T AT

RN - e

'V iﬁfé’ itii—a?*"‘?.

TR

-

AT Y~

,_
°
J I

-ﬁ‘.:\?,

M RS E F PR

'ij FRERUHNZFEHOR Y

?K#

‘?ﬁfﬂw”ﬁﬁﬁémiﬁﬁﬁﬂﬂéﬁﬁ?
THREHE O RETARZFRE GERY
7}*’? ];L o

518 &¥ HiE

EREAEREF P FHELR

1 X

f

kiR

; CRECE R e E RN L EE AN A
HELP R RRET R LGS 22 FhaaE s P g i e

L HESNE LIPS L] SPIEY - S g

DA IR B 2

FAEd P 2 % T Y

FEAZLVETE  FEXFTREMNGEFEY cEFFEN S -

A.\_g

/4
)
F

/4
)
zng
E‘EA
%
(=1
il
~=ie

’ ﬁ‘“'%'ﬁ ffrlp 7 '%ar_/,afi?

E:}

% e



FFRESLELF U P 2 E#EE Y < (TWCA GLOBAL CA)& 3% 7 74 (T % &
272 » 3
TEMRREE

5.2.1 % & d

RERA LY B R AR (PR T B E LT AL A B
BAR DA S LRI BT BB 5
7‘*&*}& Lmﬁgw"ﬂ‘)aﬂ_?/—é‘“" ﬁpﬁ_gﬁ A R e S

(1) kg f (Administrator) § % 2% %~ § 2T ¥ 2 B S8R o
(2) & § « R (Officer)f # /B4 % 2 Bkt -
(3) #+% * R (Auditor) f F i& {7 p 854 ~ AR T A AP L o

(4) #i¥ + f (Operator)f F v (T8 (v 4 » 4ot > ~ B R ~ T HREE

A2

_3; o
522 ¥ X B 2 R4

LRI A T E A g RdoT
(1) i stgm@A f (Administrator) > 2 ¢ o
(2) /&% F 4 R (Officer): > 2 & o
(3) #+% % B (Auditor)z > 1 % o

(4) it~ K (Operator): > 2 % o
5.2.3 & ¢ gviu] g Fu)

ABHEFEY CHEFRBFFIRTEL ARARAR CBFELF AR AR 2
AR AT R @ 9 REBRTA TR rE- 2 P oBuEFES
ZARRE 2. B 0 BB BRE R 0 ET] R i Ed 2 SN Y I

B TR AR BRI AR FL 'F:F‘I%ﬂb & & R IR RN - 3 Lo N AR R
FPRP S ET R fRT 2P R

58



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

5.2.4 & ¢ I5a

& ¢ BEIFAR | ARFELE s 4 R R
BELE AR o X X X
R R X (o X (o

A R X X o X

FiTAR X (o) X o)

53 4 f ¥

531 #F ~-Fartassm
% I
£iE 2

(1) ~A@HFme w2 FEAR EmAE T EEE T AR RBPE
HiITEz2 His %lﬁwj’v AN A S SR

(2 BEIFARISEABREELAHLS  SEBERPM TELI R
iR J%be’ﬁ

(B) iMFEARIVCEREBHRTEZFRGH DL TG AARGIZ FEE
LRS-

532 ¥ 82k

~ g ? mY 1 iFAR SR Ai%ﬁ}fﬁfﬁgﬁgfﬂfﬁ”tj@%ﬁ*ﬁ%’#i?’?b@%%
i%ﬁ’vd #gfﬁlti*KF“*{ffr FreT q_fﬁ'%ﬁ %E1E}§|g'§r\'—' li%‘io—ﬁ.&:‘ds
LY L R IR e S N T R T P

TN iFL 7 IF‘—,’%#iIE%

A

=

533 KT IR

ﬁ@&?ﬂﬂwm &ﬁ,ﬁawﬁﬁﬁJQﬂi@ﬁ?kaw<%§ﬁ%§g%
AN S TERE CBEPTRHRAS X ITALE S LR ERITE %f £
HERTEZBEFRKEATEAR AL FTx 2ApM TERP2 K70

59



TARRRERSF NP 2B 2 < (TWCA GLOBAL CA)E % ¥ 7+ 17 % AL i

B s BB R AT e S 2T PR

FHHBHEE I SR o B ks
R FTIVRRE AT R B A A
CESTEE S CE O SR OE ERNR RS B

2 %3 o

2

5.3.4 }T PRAEFHF

27

&J.ﬁ»)&—;ﬁc? _.,ﬁ FLiF TP R A ﬁ ﬂ\)& ? BALIR- NN ;;5_31‘} H «#JL )&—ys? /;/:2 3 F
EEY 0 Eaar N S TR N R 14ﬁﬁ,v¢ﬂ@g KTPR BES
FLF AL 2 L AT RAT A AR A r v OB B AR A A K AR M ek g P xaﬂb

Fro R M AME T AR A BT T VR o

# i
m %
s

{

5.3.5 BhiH itk

(1) fAsme RAsAmMng 120 1P HEBrs 4 fSf£P 4R -
(2) BEILEFAADHERBILR T E L TR IR AR .
QB) AP ARAHAERFFB1EL > A FEEZ JRpEAANEHEIFAER -

(4) BEHEEARH 28 0 BEPMATVRELEF PG A THE S8
FRAR CBELIFARALEPAR -

5.3.6 3% it ¥ ks

—
\
NS

"

1

1*)""

“3‘1} I~
i

[

AEFEFREY CEBEFE IR TZ AR TELR > Flir R AL A R
Birt2 WER > ZmA TR ERFE AL 22 P ATUERE
H o X R PRAR BT 2 R I

j?-

537 4% %[ 3 &

FAERALS CFAS TR AL e L fEERITORE e
P FHBEFAS32 2 F R F AR 0 40 5.3.3 FBGEE o
fL 2T R ke A ﬁ“fﬁ?fégﬁw TN B ARRE 2 B & f]é},ﬁw'.gjgﬁ;z,mp&g
ERApoEERp 2t e SRR RBE AGEYILY P TR Ap
oo

60



B REEGRER T UL P 2R ERF LY o (TWCA GLOBAL CA)E % § 4% (T4 3

538 it¥=2 # 2 &

PR

Lo zﬁ—;s? W RS FET ANGFE A JELUL RO I Y 1 A B4 i7 kg
ﬁLIF“%‘? i, 3te ‘3—§r'—f :

(1) AR~ HeRIFET D2 fheiF2 2 v PR ARG Rl iF 2 35

L2 FEiE iE o
(2) *BHEFES CBFEFE 2 APHE T 2o
(B) AEHEITEAM BGFFLRE AN TERE> 2 o

(4) *BHEFEY CRBFFLAAPNREEL B plde FRAFHEPRITE
TERNREURAEECRITELEHFIIRIFES

5.4 F24% & 8rAg A

5.4.1 ¥ % &%

AEGHEFEY o E I P ARARI R IR N es e TR

(1) % 27 -
(2 $e2g2phzpERF
(3) T2 AN A prz %% o
(4) 510 E 2 BRS AR o
(5) F2p Fhaik o
TR MERF LY e R R
(1) =% >+

® REXPP LR WP E EAL CATE SN F R
® i E IR N ok

(2) *RZ2 R ES FITE2

@ i hd AT EAHAF AL Lo

61



$OARRRER NG UL P 2E Y (TWCA GLOBAL CA)B # % i+ it £ 4 %

B g Xk § F L B ¥ oo

fé}—ﬁ{é}‘f PP Fn] SRk Ptk Bt e

Moo AN GetR BEIRA o

Rk SLend A FRs ] 0 BlAeGE (TR A R R A P ik

Q) &4&TEAER

® Aflsu-
(4) # % &4~ frig s
o

(B) G AW E4g ATH - MR

6) + % &&= o

(7) &gz iy /§
® G2 IP YA
® G2 HF o

(8) filgiE

® &2 i B -
® CRL & #liedr -
® OCSP &t § § 3645 -

(9) &EMK BT

® PV AEREERLARLY G
(10) = fe 3k =

® X > ApRER T2 o
(11) te g2 ¢ 12

@ o AL A e F
62



ARG NS P 23kigE Y v (TWCA GLOBAL CA)E &7

bﬁ@w%ﬁ%§i3iﬁ%ﬁ@o
pA:L

(13) 7& FF—E‘}J& _P.l e-, igl % |

(14)

‘& E—%"L 2 gy Sk o

A

fRAEE JEERTE

FRK T 7RG

TR i (TRAG

MEEH IS L p TR B
MEEH RS L p TR
Hs

(15) e B F Y o PIRELEX T

b A
g
T ko

i3 4 #2.3% (Patches) o

63

ARt AR



”‘_}_1? k‘ﬁ-’( F\XFE)‘IY\? :q\»‘\‘?’)}: JJ:,& F_'g

(16) 5 #0552 972 % 2 -

~
(7
T

!
1

&
B
RE>
o
¢
N
¥ ¢
=0
| OE
‘)\,T

tn): >\,_

‘é‘.\\

e o o
I

=
A
(rei-
¥
"
el
AF
2%
]
(¥

A7) E ¥ %

Fg Pl A
b R S A
N[ A A

2l Ed 2L o

FORTT % A& Lo

E R S g

® © 6 © © © o o o o o
=h
e
S
\
a)

5.4.2 % &mI2Hf F
*@ ?ﬂﬂ~4“4”gﬁm1
“*W*?iiiuﬁ¥ﬁﬂﬁ#%iﬁﬂ1$°
543 #He&EgTH N

AR LY AR AR SR A 2 AR
g BTEEE ~ B2 & o

5.4.4 4% & ik

(1) EE—‘{/E‘??S L‘i;}}—:% A ﬁ I}Fgﬁsf)ﬁa%r xaé‘j_,

(2) ®* F A BIEEG
64

PRLIRTEN B4 P o

FHI

2 ¢ . (TWCAGLOBAL CA)G#F 7x T 3L %

TR BHALF A EE o AR IF
ERP LI R A RAART e 2 kb ER

B AR FE ¥

LR T EEAERNM £

FEREART A BT S

o fre Eﬂ%’}%ii{; PP RS TRENIT R



T RRRRER T ISP 2 BFEFEY w(TWCAGLOBAL CA) G & F ir it £ A%

R P T R

(3) BT NI A p B NH B F R o

7~ -~

(4) A3 Z F MO B E 0t E 2T o
5.4.5 i k&% PARA

T 3 —\.fb*% hE VS VT i’.%@%?j\f&%ﬁggd = th s X iR 1ISO 2 AR
AR IR T 2 4R B

5.4.6 £ LR KA M

b A RpEN AR RE LY CREEIE AT o EPRA LR Lk S
RRECT v AR E M PP B o

dop FAET R LR E L K E T R TR R EE R T 2T
AP MBS R ATIRIGEE BRI E FINAEfRAS L TR BRI

547 #ilg¥ e F2 44w

W%4¢Pmﬁﬁﬁ?%%% AR - R ECE E SR Y R
]}?mi [ &m;ﬁit A~ o)

5.4.8 %33 Mg

— 2

HERT KT AR B 55
(1) @7 3g epp 3nfort uad o i &
T #
(2) FEEPEL P R 02 E 2 BERTAEEY AT & T -

(3) FEAGRFMY <P BT L FTAE 250K
';T“’ Fﬁpﬁ#%‘” ’ﬂ’\?’ i”)‘?" r_\"fﬁ"

65



B REIEL UL P 2 G LY o (TWCA GLOBAL CA)E % i3 1t ¥ 4 %
5.5 & &iFH

5.5.1 % S Y
AEEEILY S FR B 3T RN
(1) #2455 3% (Accreditation) 7 4
(2) BmPiriTEAE
B) *=&x-
(4) 5Tk & i o
(5) 4 %o e ALk T g { FTehpN R o
6) B#EY FFAH -
(7) Fsab ¥ Ao
(8) = uEIL? & o
(9) ¢ EHF &L EH -
(10) # ¥ & & { 3 e £ -
(11) © § 5 & 22 hGRAL FP o
(12) f&4% & 4
(13) * %52 GREFMHA 5 PH T RD THRA R 25 -
(14) 2 42 4 R & Renv 12 o

(15) * = & A gl
552 FHhe &k

AEHAEY S FHTHEIOCRT 7 £ @R AN AT BB -
Redb 2 & o

66



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

5.5.3 bk Srenink

AT TRED A B ph b v ft 2 B TR
Hr o RS R R

’%1®*$ﬁﬁ%ﬂﬂw%&5ﬂ’£$ﬁﬁﬁ B EE
FIFH% 2 B3 4 B o

Yo =l
S
l_.
&
5

5
=
it
Al
B
?‘3\'

5.5.4 §ihs $ren AR

EH-CBEIFTHEIPMTHE CRAGEFRFRDTERAE - F P
VEEILEERE B Pl PRGN AP L 2R RBET 2 1P RET
Rt e % 2B B R FBR AR Y B2 BEP & AH

PETREESD R SRR BR L By T

555 FhhE s AR &

A
N

Ao
gﬁucﬁrb;@ﬁgm&aiﬁ c?.»;ﬁ’ﬂ Ff: ¥R %ﬁiﬁ'lﬁaézv“ SRR R
BF s : s P HEPEFFALES D R = FAT

Fﬁfm“’%mﬁ R &T/i °

ﬁ?;}‘é—,ﬁ’l%‘ 54 Ko i\]{l ﬁ}S ’:L/;Q El?‘rﬁi:lé’;—?&i\}g&}fyﬁﬁmo%ﬁ % henp Hp g
E%Fé&‘%ﬁﬁ?'z‘wlfﬁi’("ﬁr/?i B S %’F—&ﬁﬁr’ﬁmu°

55.6 i e gk i n

j‘f&%‘i%ﬁ“ = 'F##E&?mﬁﬁ‘ﬁ%a{rﬁ- Modkd AP RRMAPIFEL FRFAE
p?%ﬁ?%iﬂi\ﬁgfﬁﬁTﬁ4;%ﬁﬁ@%%m#ggﬂﬂkdpm
hE R AT AL BEE L A RE TP Y PR e S d BT R arp i A
Rafagn-

67



EARERELFF U D 2 EEE Y S (TWCAGLOBAL CA)G# 7 i+ T ¥ A%

557 72 %#& ﬁﬁ%*%ﬁi&ﬁ

CEUE R FEEE SEEG AT TR TR AR LA
ﬁ.%ﬁéﬁwﬂﬁﬁvh“%%iEﬂixia’miﬁwﬁﬁﬁ%?ﬂﬁ&&
gig\l I/( %E%%"‘S ;\AI%EEELO

5.6 &£4&{ #7
SUMMABEAEY CERT SRUAEIR G B Y A TR FTe

* ”’&’ﬁfgﬂé'u1ﬁfﬂ$%{¢‘rfﬁ gg@l# +35
L BB 0 R 614 R TS ng.I& .ﬂﬁﬁa

o 2 & Ak dp o BE ﬁ%{g\fg;gg—%;t\ﬁﬁ;q—e;t;gw »;;fgf_rﬂ%,_vﬂ?
EFE B6.15 82 RE o

56.1 * »G@EREY < 4L AT

PR S REEY 2 REL A B3P TERTHBEEZ 2 AT
7 9426 10 & o

P ERE Y e A A HAE R 2 Bd KGR
P BEIRES 0 R 614 &R TR §?2§\=ﬂ-ﬂ§?a":§\'°

PSR EEIS SRR G U R 0 T A2 AT AR K
Pl FATREOEF LT iy P s R B ATR R AR G
HoOELGHETEFCRL EX1ZELSL4GDE FXDER -

FYCRBEFEY CELKT AR G DU AR AR EE
BEFEY ¥ F ERFE AT AL ATAGHT BFATEE % N AR
%ﬁﬁé%*rﬁﬁﬁCmu;%%iw?rﬁawﬂw’iﬁ%??éﬁﬁﬁ
WY w2 BB EGITES Y 2By CRL Y 4 2c 0 % » R EATA 2 AT 4 4%
Het 2REFEY OV FATREDEF o

5.6.2 33 K BEEIELY « ST A

BAKEEFES cRFTRERL &4 R W B IR HBERL L 4



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

oo 4 1FA2iE 25 & o

BB ABEFRLS SN R T FNU RT AU- HATEGH 2 P REE
FEWRLPLRTEEEE T UL T BEEFREY v R E LY §H CRL
EAGE AL AL

PEBABEEEY CBET YUY AL ﬁ%? SV VRN
i&ﬁ’i?uéi%$%ﬁ£é”@ P E W T BRI o g
TREBRPEY g TS mor LALATAIATEGH T RF R BRE LY
oY AR gﬁ_m #® o

PEBABEFEY PR AGUAER AL 2T HREF R R HE
TETTREBREREEY o ZFRL 2N 2P D ERY SRR R
TRERE LY AR IER

5.7 &4 BALfR2 X R RS

571§ﬁﬁﬂﬂﬁ$m%%&ﬂﬁﬁ

FrOEEEEY o apE AR d A (B AT AT T A lAR) RIFRET
[P -

(1) & FHPsBT 2R IMELLa 2N @it “2 R FREHEFT

(2) %61 §FRTAFPEGHI LI BFRBET DY © FEIEE

(8) Ak #fy c RHLEHE ¥ ATDET EHEFBERL TP > BHEAEL
—+ 21
;

z ;‘%’?} 5&\ JﬁP’& ?\ (/g $%Eﬂlﬁ¢9"/‘ %L“}%}_ﬁf@
(4) ®A43 &k » EEATDRBLET 2 o
(5) #EEFALFILHELTIHFEEY 2 & Root CA i i 8 sk w i o
FEBBAEFEY C apUAEARL > PIFEFAT IIRA

(1) @ FGP-BET 2T I MERE 520 o TRBEF LY < L

T3
R 23V S PG -

(2) Al it e BHZEH
69



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

(3) =61 FFRTALATNELGHE D FIRE -
(4) BHEATNERET HBEFELS <

(5) #EEFTHRUFIGZE LRI &3 H % & Root CA i j 8 M3k e 3

ABHEFEY SR ENE > T PMASRE 48RS R4 2 RF) 0 LR R
fﬁiﬁ”?‘”ﬁé’u’%i#ﬁk;}%;‘lo

AEEEIEY 0T LG RERR AR TR RS o R P EaEY
?ﬁﬁk%ﬁ@ﬁf’\zéﬁéﬁi%ﬁ-«iwﬁaﬁui“fﬁﬁi”%’
HEAWP (PR TERP) " # 2 GHBEF L2 oA A AEHER
P E TP RRAR S BT e

FAEHILY SHFAABATLARES SIMIME * = BER > & ¢ 43 &
#%57 >+ Bugzilla ¢ -

5.7.2 RETR - WA FRFEL ASLER

FEHEFLY SRR TR M FRAAR R RS 0 REE E TR

%i@”?ﬂﬂm-%%a%ﬁﬂﬁéﬁé@ R ER AT AFEORELY
RHFRELET TAGLERBFESF ~ A E gLty o

5.7.3 B 24k BLfF2 RILER
oz AR B IR 0 F 12 4.93 23 N pm o
5.7.4 X Ri2 ¥ EHAN

:i%’ BH B LR MR EE 24 ) FFPORRAR B AR R RTRRR 5 R
B2 o TANERR {8 24 ) EEfF\ PRAR G B L PR TR o

5.8 BB AL IRI

AEHEFEA BRI BET S R RAPM R ETIRL

i@éﬁﬂﬁwﬂaéiﬂﬁi%kﬁ FA A L B T R AR A
BipBHEERZT IFES I H G p&%ﬁf%‘g‘k T o
70



FOAFRERENF U P 2 BEE Y < (TWCAGLOBAL CA)E % % 74 (T % A %

=4
3

|l

F1H P
(1) &b pRAxz p 30 % id od F A -

(2) *td b PRARZ P 3BT BB L RIEE O B E ISR M i
TP P F AT NEGE o

(3) @& 2L CERET B RL ABEF LS AN T 225
o B AR ERBHE -

(4) #BHFCE S BED A TEAE 2@—}3%,%__15 R A R
b“i T-FU "“’f"‘%’]ﬁ— ‘Lﬁj_ E:]’F*éjﬁ‘*—‘\?& #ﬁ\‘é”"il; \P4 é#ji‘kl}’q—”“r:u;g
LR S e e

(5) ;;5_7]\2&43?5316 N #Erﬁg‘f?ﬁ$%*i‘ uﬁ; » T "'jl;"—,\,_’;é’ s 2@’}341
e B RERNRE R Y E

RBRAILY LB MR RS R R S L G

71



";’_I?k&épu;ﬂ;l NI

7 PrrigEE e

2 ¢ . (TWCAGLOBAL CA)G#F 7x T 3L %

6. HrE 247 F
6.1 &g fz % %k

6.1.1 &4¥eha s

AEEFES S AUE D ks

(1) #1328 p &k WAt o

(2) ~EHERFEY cRBRO621 &R #* 1> E CNS15135-1SO 19790~
FIPS 140-2 Level 3 & FIPS 140-3 Level 3 z_ # %8 % /G- A 9 & 4% >
FREGLEAMBH/IE LN AWUL - ERFAEY A2 B

(3) £424 Wik

bR OB AL AFE TG 45 WER 2RER > &
HANSY 22 AL EF EGAULET > U

UG Py T .

(1) #* =¥ AATLEZE  RIEKHFT IR AMAY - M A AR
B % %_ T Adobe Approved Trust List Technical Requirements |

6.1.2 # % & siLiE 1 »

T

POk dgd BEY S FAY
6.13 *R e&HAEIREEFF

2 FMF\@%KM PKCSH#10 B3 dHih @ 0 ABEF 7 v > H % 2 f £

PHEENEE B F P iR 321 &2 S N R AT TREARS -

6.1.4 BRI LM £kt 3 B HBRY

p—

AEEEEY O FRE FHFOREAF IR TR KT 22 DIREEE

CRE S

72



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

6.1.5 £4&% R

H

=%
oo

AEEF WY < RSA D AKER TS 5 2048 AT AL R
ECC 2 hdfie * 24 A% 25% A1~ 5 P-256

* 2T RSA B 4L RIS 52048 =~ P AR B .i&?ﬁgﬂ,értS;ECC’éF%“
EdprzdmHEL 2R 30 5 P-256 -

6.1.6 2B &ék5dehA 2 2 2 HETHR%

RSA: 2 B#HTme wik* RSA #Eid > Flea s B4 ANSIX9.31 i & i#
# 24 RSA 742 ”erﬁ SR g2 R T R T kL % T #i(Strong Prime) - #
¢ fi(exponent) ¢ § T R T A A E 0 3 th iy 43 2M6+1 22 2A256-
12/ ; f(modulus) ¢ & T B fdcs 3 LBk Fr &) 752 2 7]
B o

ECC: ~g# gy wig* ECC 2R £45% AR (ECC Full Public Key
Validation Routine)st ECC R4~ = B £ 4% % 7% 4% /& (ECC Partial Public Key
Validation Routine) k 7z i%#73 £ 473 <l -

6.1.7 44k * P th

ABHEEEY CEFE PRI ERFE AR B RRY DEE ZEGER

*"’"}”:}Lm RS O PR RBATEARARE S LR iff.;_’rﬁ#ﬁ,%@

g% > ¥ 37 X.509Vv3 G R B IE L en g 4Gt 2 F (key Usage) 0 * =
%R ikG %ﬁm’* Bk AR R A ke

RERE A RBESG RN S k% AU R B ED RPE AEREI TS o
7—?%‘9}%@% ﬁﬁ%%)&;ﬁﬂ * ]% * o o

6.2 % &M FER %2 RAWLL 24 F

6.2.1 %K iRt

Ag@EpEEe g 15 & CNS 15135~ 1ISO 19790 ~ FIPS 140-2 Level 3 &
FIPS 140-3 Level 3 L/EME RABWERAE F R EHNRERE > X EF S AR

73



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

o o

1245 " Adobe Approved Trust List Technical Requirements ; £ f > AATL 5% *
2 F R AR AUT R FI Y@ & FIPS 140-2 Level 2 & FIPS 140-3 Level
2% 2 EBPEZAHMBEREE o

6.2.2 # % kA FHE

AEEE L 2 R & grct T LS mooutof-n s N 5 A AR E S
- f8 % 2> '& % (Perfect Secret)=fa % 4 % (Secret Sharing)= % » ¥ &5 # % 4}%
T RECE B PE WA

if?$%ﬁ%g47?%4ﬁ%&wﬁ%m’Awﬁ%ﬁ%iizkﬁga
RER DRHELX 2P L RE -

6.2.3 # % e d

FERAILS w2 PR AT AT 0 P REIERY 4R &M H IR

6.2.4 # % &% B

(1) 7!\2@—»&?;&76 M»’f"'?,féﬁ% e H M BB AN o P R 6.2.2 & AR
B ERFREGREEAR P TR P EAKAIPFT ARG BL 22
FEF

(2 BEHhBaGAFTRIFES > N EFERLFLE2REPN 0 d £ 2y
BAR®EEE -

(3) 4E?$%7 A\#ﬁj’\‘)ﬂl__}_ ']R‘QJZU’"II}? ]—}49:4 %)& ? CII\..F\7 if‘gé:,y
¥ - (>t e }_.F R R B

6.2.5 B & b Hh

ABRELS w2 B R

74



2 ¢ . (TWCAGLOBAL CA)G#F 7x T 3L %

AY

”‘_}_1? kﬁ-’é-pupﬂh’)}qﬁ LS EAN IS JJ:,& F_'g

6.2.6 % 4P HANZE » R

AEHEFEY 2 PR AGELAMTANKEY AL 2 TN AT A
WA ERP A G R AR 2V - BAWRAKEY P RAN R

* 6.24 &R TFEL o

6.2.7 # % SR HF N RABNE

ARHEEEY 2 PR EHE A RAL FRAEE -

6.2.8 # % & shpcts 50
BEVNRANEPN P B ARL D 2 A 2 EEREALE AR 0 5 A EY
Gpad o ph 2 S R GEETEF EYERLF AR LA T B BRLE
LB L B2 H R

6.2.9 + % hMHT 3 5
PR et BB S N ERREK eSS s Fulg L E NP Ny O
FpadTepdr 22 Er kit VELF D EMHAZEZRT o

6.2.10 % &gl

ABHEEEY AP R AP EBL  REPAMBAEEY R EFRE
Meiiefi i % @i (Zeroization) > M FTH B BB Ed %S4k o

B EN A

FOHSHMBANEY 2 EF R G GET R EGZ A
AEFRREE R R

B R RGNS BB SR E&E R

P

VIR RN Ve I

6.2.11 RB/HF-EE R

AEHFEY SR 2 AR A EF s w10 B & CNS15135-1S0O 19790

FIPS 140-2 Level 3 ¢ FIPS 140-3 Level 3 -

75



ERRRERPT AP 2R EEF Y o (TWCAGLOBAL CA) G &% F 4% (T ¥ & %

6.3 £4gHF RN W EA

6.3.1 =R &4

AEHFES S EFREL GAY W E R L FREFH DB L
P 4 -

632 SR EHKZT B &40 PP

FERFES  NF RGE TR EML T Y URR
(1) BB % #I0 w2 £4¥f el 115 25 & o
(2) * 2lEEEEY w2 EEy ol 5 10 £ -
(3) FHi&w# AATLIBHE™ =2 £4f¥f »ch T L5 397

(4) B??’”’Q?&%}i‘? G2 hggHF R PR A UL 15 B 0 DB fkk
Bg ARk 0 P L5 135 B0 o

(5) SIMIME &% % % % strict & multipurpose 2% 8% » * = 2 & 4k4tT »
WL LG 825 % F K legacy 15 B 0 T 22 A MHT RN U
i 1185 % -

6.4 gk T

6.41 et THARE * X

BB B R 7 f R RSB TR SEAES BUAL £ 5 L

# #(Duty Separation) 41 » A&+ ¢ cypads TS H+ P T FEF i
Al g (10T AL PIN BB )5 fads TR 3 BB o g2 b o

6.4.2 fets FHL e

SR AR e RE s FEF S PINGBY BE AR EF RG> Tk
S IE R o dod ~ chd P BAZiE 3 B4 A TR LA E B AT



LARRILEN ST U7 2R F LY < (TWCA GLOBAL CA)E# 7 i+ it %

6.43 TR nd # ¥
&R

6.5 7% 244

6.5.1 T %% 2HENF R
AMEBEILY CfoAp MR J LSBT E f A RS TE LB Ao MR
EH BT 2 E

(1) E# £ Aogng s Iy » o

(2) #HEp FLE G -

(B) i 2P A o

(4) % 2 BB HFIRAIe I & & H B a4 o

(5) E#ZIE &I 2 LA cFuknfog o

(6) FEFHEAfeFAEZ % > o

(7) BB EI friph & A Buchs 22 7 Rfhg i o

8) E#ATA AP % 2ird B3l o

S
b
%o

652 a0 2En

AEREFREY R TRIFE A HE 28837 54 EAL3[ISO / IEC
15408 Common Criteria]st C2[TCSEC]z¢ E2[ITSEC] % &z > £ o

77



B REIEL UL P 2 G LY o (TWCA GLOBAL CA)E % i3 1t ¥ 4 %
6.6 4 &k BT Y

6.6.1 A RnBELY

ABRE LS )l LB A 0F 1SO 27001 L -

AEHFEY S Ao TN R BT 2 ahAd
ﬁﬁ@%ﬁ‘ﬁﬁﬁﬁﬁ%ﬁﬁ@’ﬁfEAx@%%Q%EQE

6.6.2 % » ¥ iz ¥

FERFE? i Ay % AR MmnAd BE A B RETEORST A
G 2T ook ALE %ﬁ’,‘ » & =X frde EEEE@;E_@%,EQ mmg’f’.}_ o

AEEFEY RS RTE RPN -
6.6.3 2 T 2R %

6.7 REE 22F

BRGHEAILY SIRFE LG PR (Off-Line) oz eniFE A ki, P R
d

EiApM nitE2 AR A7 Jl&l“;\f{{rmt%o

%
<

—N

A
1#

AEHEEY v BHEEE ARG ESD ML TEA R HFERITE
R FERCEPE BRI AR TR RO A g LB T bR

FITE o

él‘f%f‘# B )‘f?:ﬁ?&ii%’irxf&gﬁggﬂ N R E N TR
B RARE UM ERREL D T T AR A AR L AT ARSI R A
58 7 3 o

MERA LY i o p TR 8 N SRR T P LR IR > B
MR AR Y 2SR A FN 0 ARSI A B RN RS T 3B o

R R T e e (Internet)t 5% ¢ %52 1§% - CRL 2 OCSP % 3§ fRi%
78



T RRRRER T ISP 2 BFEFEY w(TWCAGLOBAL CA) G & F ir it £ A%

(& & 2 3 & F HR IR ) o

AMERF LY o RSB PR RE TR R A BRI« L
RN T O S ]

(1) EHFFERT -
(2) B AR -
(3) CRL &% pmr -

(4) OCSP & % -
ABHBF RS S FHF 2 PFREFER B A DD 2 PRI (Time-stamping
authority ; TSA) it 5 § F ~ 2 prR2 % > & 2 P 2 PFRIRIHBHER * P P2 2%

T RFC 31612 & £ @k 274 &% RFC 3628 2 LFEHERFRY i+ T4
B ¥ NEIEEFREY o

79



FARRRELRT TP 2 BEF Y < (TWCA GLOBAL CA)§ %% i+ (T £ A%
SR -BEAEALFPZAIEBRELHIE
7.1 BEIE
7.1.1 & &

AEEF LY G2 BEE FHFT Y S L GRE A 5 X509V

712 BEHHF -

%f‘df&“i*?‘ % & RFC 5280 #hif - HEw & f iimp 332 2B L
7&»&;@ ;‘%L 2 +|g§]o

AeEEEY g2 SIMIME * = g8 f T

(1) w2273

B A o = (SAN)z aj\ Email 3% ¢4 HiELf i
rfc822Name # 0

therName 2; ;¢
(2) A5 £4@ * > 2 (EKU)w f & 3 emailProtection(1.3.6.1.5.5.7.3.4) -

(3) OCSP jrisient v >t G E 1 7 4 15 P~(authoritylnfoAccess) i 1§ = @
B~ |<Ft' °

(4) # 6 B@MAW - F % LSMMEBR7.123 &2 2% -

7.1.3 iFE 2 2 8um

AEHEIEY S EFREMHR Y Y 2 g T

’Zﬁ’”‘l # % % (Algorithm) $ 1 5] 75 (OID)
=
{iso(1) member-body(2) us{840}
£ i rsaEncryption rsadsi(113549) pkcs(1) pkes-1(1)
rsaEncryption(1)}
. {iso(1) member-body(2) us(840) ansi-X9-
£ 4 ecPublicKey 62(10045) keyType(2) ecPublicKey(1)}
{iso(1) member-body(2) us{840}
%% |sha256WithRSAEncryption|rsadsi(113549) pkcs(1) pkcs-1(1)
sha256WithRSAEncryption(11)}

80




AREGRER G U P 2B LY < (TWCA GLOBAL CA)E % § 4 1t % 5 o

{iso(1) member-body(2) us(840)
sha384WithRSAEnNcryption|rsadsi(113549) pkcs(1) pkcs-1(1)
sha384WithRSAEncryption(12)}
{iso(1) member-body(2) us(840) ansi-
ECDSAWIithSHA256  [x962(10045) signatures(4) ecdsa-with-
SHA2(3) ecdsa-with-SHA256(2)}
{iso(1) member-body(2) us(840) ansi-
ECDSAWIithSHA384  [x962(10045) signatures(4) ecdsa-with-
SHA2(3) ecdsa-with-SHA384(3)}

o~
S

s

o
4l

s

&
a3

iy

7.0.4 #u) LA
AEHEPFILY w2 22 f s Hig@Ei ey ﬁj‘ Ay & X500 rE- g

¢ #-(Distinguished Name ; DN)2_ & & > 5% > gt & g_m@} M3 ]%@’} s RFC 5280 #p
B2

7.1.5 #y| *’é-;ff_“l#']
ABHEEEY s EF2 @E FE ‘Y T L4 (nameConstraints) 3 - 1§ i o
7.1.6 BEFE P EHG G

ARHEEEY TR F 2 /E 0 RREP 0 T EEICK ) (certificatePolicies )
Hime o R BEAR TR NGRS 23950 -

7.1.7 BEFEE LT AR b 2

AQEFIEY A EF2 RBEVART R ¢ 7 T 4], (policyConstraints)#
e

718 BERARIIAFZEEFR
AEEEREY SITEF2RBEE TG L ¢ 7 T L~ (policyQualifier)zF iz -
719 BHEARFB AP =T AL &R g2

FERE

81



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

7.2 BEA LR KR

vt 2 g2 CRL % # 2h(CcRLDistributionPoints)# “u #f =¥ B~ (B PRix 4 ht o &
GEEEY v gy CRLZAEF4r4.97 &0 2 -

7.2.1 =%
ABHEE LY o X509 V2 fa N chiB AL F R

722 BEELFP HEEELFP HRP

e FHALARHEF R CRFEE BREE L

ﬂ\q.
o

7.3 M B L B9 E

A EEY w2 OCSPPRIEE § 11T 4 !

(1) »HRALR*Y 2 EREEAL L #T SHA 27 L B3d 2BFR

NN 4 S
(2) ?“{%.;E,?)L;éi E’:ﬁl g SHA1/§’-7¢/Z{°
(3) wHRM Az G KL LI D ¥ (good): ¢ A it (revoked)~ & F=(unknown)e

(4) FRACTIAREEI LS B EERE BAGFR S B REEMR
ik A Fr(unknown)z_ 2 4, o
(5) Hepp i £+ 499 H48% o
7.3.1 ® &
ABHF Y 2 M EHRE AR S S 1.0 & RFC 6960 4 -

732 RIBHEMEAFHAF

ABEEEY 2 M BHEAE LR AL R § £ RFC 6960 R4

82



B ARG UL P 2 Y o (TWCA GLOBAL CA)E % % i+ it ¥ A

MEEFILY I VEERFT IR EF L ERFT P

-~

MEWF LY i ¢ g WRRRE DA B R e B R o

VR OAfEP o B P R ABEFEY A A
IEPGEE T

8.2 At A R $u2 TH

G E Y s &3l

RO Bk bz AP B

ABHF LA SR F R Rk P T E L AR T

RGBT 2P oE 0 2 BN L PPN ERSERT B TELR 2 ]
%{Q,uﬂkf?ié_§7‘ 1?%#*11594,@3*,;“:yu7 T¥ % v

ﬁ‘r’;ékljf’ bt

S FLFBMBAET O R LTI AN R R S

BT INE T PE £ 32 fwf* ¥ ’1;1“ #+ & MRSP(Mozilla Root Store Policy)
LREDEFHRHEP AR L ﬁ%*WW—WF~ﬁﬁﬁ
ERFE ARG T F R '»‘“wiﬁﬁj‘ffzﬂ? CEAEEP A R AT R R
FErite » AR E P g ETIEP A AL EPTRE - L A2 HPER

8.3 ¥ HLAEPF LM

P R IANIEE & )

iﬁﬁ%ﬁﬁﬁﬁﬁﬁﬁﬁ%iﬁm%ﬁAﬁﬁﬁﬁﬁﬁ&ﬁ%gé&j&l,
AEPHIMAIUPEEPRLERE T2 00 RRZ BARF APGT
oo

NEFF IR w2 IFEPITE o BA L fE #?}zﬁ}“%)&ﬁ?gé 23 (TR (T

b

8.4 #1537 P

A R b

(1) L3378 24 BET i EERER U ERP

83

¢ de iR AR TR



B ARG UL P 2 Y o (TWCA GLOBAL CA)E % % i+ it ¥ A

AT R TERP -

(2 2T REEIHTEAEZ PR TERPRFEEF LI TE >
FEREIRIFZ R FEME AEHEFEY SR X 2 FERMG K

(B) B#EFHTEARI TR LBHEITL LR -
AMERE LY PR T R

® WebTrust Principles and Criteria for Certification Authorities Version 2.2.1
B ATR A o

® \WebTrust Principles and Criteria for Certification Authorities - S/MIME
Version 1.0.0 &% { T & o

® WebTrust for CAs SSL Baseline with Network Security v2.5 2 { #7i%x & -

8.5 %2 Fi

FHERY o PG wma PRl  F7 2 P EEBETHTEAR DR
B% %’é‘%: AR Rk % B 3 aifmif 7] DR R Rl o RGP LY w0 A
HEILY R iR A R NRE BT 0 P EE g i)

FHPER SIMIME Gtk T 2BEFRY v g 1dRHEL R4 han
Bugzilla -

8.6 Y%z 2B

REHE LA S HN RS R O F fr WebTrust 44738 2 0 B A 2 @00 F g
R FREE o BT BTV BT WebTrust #4248 4 -

8.7 M ™A

AEEE RS cERFALTRFEEARE R BTEAR L ET VR F
P IRA PR B AR S o

84



T RRRRER T ISP 2 BFEFEY w(TWCAGLOBAL CA) G & F ir it £ A%
9. Fw ¥z 2L T
9.1 f %

9.1.1 BwEFZ (#F?

ABHEFEY CEFB/EIF S D ABEREEY o ¥ SR Y S RETY
%%#M@¢@@$E,~}¢&A@??gﬁu$$

9.1.2 BEH¥Y *

3 g oo

913 @A Z KL AT T
Ffep o

9.1.4 H & JRix% *

AT

9.15 i¥%

‘K

" ~+~*a\>@;@f@ oo EEA A BT TP r“,f%? EXOF ST B
%9 ’é?ﬂ% ,\’,35'3%’”’ o2 AR ’5\'2@’)& "}f "’" “E' P Q?E&’*‘?‘I’L 'I»”'Ja‘r“ff«%
wa&7%%w’##%% #%%wmaﬁlﬁ“’%#'*?°

902 R

92.1 i}

u)ﬁﬁﬁﬁwavaﬁyhﬁpAiaﬁﬁ ‘ﬁ%,%%gﬁiﬁ%g$~@
HICRZAPM FERP R IIHLA G S S I P FF N AEEE R
85



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

Pouz A AIGEPEY R (TR E

(2) ~&% —F‘g 2P sheF R VA Rk E i (bde ﬁ;‘d;) H i zbw Eﬁ’?:‘;’""ﬂ\
I ﬂ'waiﬁow%%iﬁ)’m$“tﬁﬁéﬁ’?uav%E#F%%%%
= o

() *B/EE R Ao FITEA AL iR #‘3%%”%2&}"@””’1%5#?
TR PR T PRI R R TR kﬂwwgp%f
Mg At ST RN SRR RE Y 2 T o PR U
PO.8F i T2 Ao

(4) AERARY S F B EARIEL T SEELE R T ABRERY o
Em \#}%,L’f’a .—.2&43 ?\.x CRL);\ ak 2 ﬁpF'&P\ ,dgrr‘],g’#gf’» r)&)—“"
____‘/z: ‘iij;—"'?;;ﬂé*:’ j\f&”vg?ﬂﬂ 'bﬁrlﬁﬁﬂ\l?q:f,_k_%b%#ﬁrﬁg mqu‘_J‘FL# J(Af—r L
WEEX R TN E

(B) * =% 2t i BEIBE S IFIRE AEET LI w3 AT

fi-

(6) * = rdF T RN RABFE AW R > AP M2 B PET B2 FREZ T
Er.x’g.f BoiE o MABRME LR TE LY ""I"JLL#EIR% ERLE S

922 Hu FA

ABRFEY CHREFREERF MHABEFOFRTE - FELHLI 20 2R
% = WHNGFHBFE DL -

FEEAETE T MR G E I MRS AL AAMRT e R Lo D
ARTERNEER R HF200 5 £ 2 - FiEe{rb00F 2 A2 B EFE
Kﬁ o

923ﬁwﬁa@ﬁfﬁ ZRY¥FE

%921 &2 HzE_o

86



B ARG UL P 2 Y o (TWCA GLOBAL CA)E % % i+ it ¥ A
9.3 BHFR

9.3.1 8% T3t crfa g

%

“ﬁ“—%

g

(1) * A FHERFLD < iE

(2) #F FEEF LY o R EHKLAFTH

(3) ™ =¥ FUEEP - EEEEY GEFAA AR R AZ B AFTH
(4) 2 BHERFE? A2 A FF LT B P HZ B b

(5) it + Rfhtifey A2 2 ez = 12 o

(6) 714 ¥ menyminn < & -

0.3.2 248 % i

BTEFCH S AMITE LB ﬂxﬁ”-“?ﬂ':‘,bﬁ)’? HNAEE ? oo B B
Bk R IR R RS Y LT OB 2 T e

933 FEBRFTRLF =

”F#’?“T’”ii‘ CERT SR AATHRELAKBAMT RS 21
ks ErpRE e A

87



FARRRRERFG L P 2P Y w(TWCAGLOBAL CA)G 7 7+ T ¥ A

a‘&

9.4 B A FTHEFH

0.4.1 £ FEF &

du& FHILY iR T A TR AN AR 0 2 B SR A M e

9.4.2 B A FREFHLE

%941 &2 R 2 -

9.4.3 L@ A FREF M

944 BAFREFFEF

AP R 2 4 R T FEE o

945 #* BAFAEFLLTERR
AR B £ 4 T yEIE o

04.6 Flfigci2 £ &8 P2 & K2 3B
% 9.3.3 &2 R E o

9.4.7 H# FH 2B KT

% 933 a2 R o

88



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

95 FEMA

(1)
(@)
3)

(4)

(5)

(6)
(7)

(8)
(9)

AEREEY AN ERHE AGAF O HANL AT ZFEMA
j\?&’i—“? ‘:3 ,g_;hl-'—ﬁ)’?7 ?&’731 ?&’73}%\ ]— .Fll ;7. j\ \’ Z_ %&"%Ea‘é o

AR AT P2 TEMA  LE OB AR ABEAIEY cEF IR

B ZBFER AT LIFEMA o

MEHEP I MR S L2 DREN S R e SR e
W e HEMARER

FEEERY CFRFREFRCEAER M 2 ATEMAEL *
NP e

ANTERRE2 EHAfED A2 FG o

AEERET S AEHFFEY SREFEPS TR A GRS RPL R
BiZipM AT ELRY o

IR ATEREE A @b A B

AQEEEY SEHIT G R AFERARGIF 2 - R 2 fEREE

fi-

0.6 B{ % Kit

0.6.1 BEWHLHF

(1)

(2)

3)

(4)

(5)

iy

BEBFFP B EFAHTEARLEHEAL > 2 BE

e
T

Sd e g
R S

5

&

FEL ™ &Fﬁ_rg e o Bzrp o mv}gF. (ST SR RIS I SRS QN -
ATERR A/ FICRE AP M ARG E 0T o

FESLB A TEE A R(F 6 A A f)E Y & R R TE R R R I IE
£ 0

FEARCRLEHRE® P BRAEFTHEZEA L2 FE LM T
E AP @5{%'1* Kegz g o
BRGEY TR R ARG RE Y (R 9 )R e T P

89



(6)

(7)

(8)

1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

CRA- S
B w2 g

,}; Fﬁg;—T—'PJ ¢ ’%—‘\HL E ’ ﬁp:u\:——'}l LA S H]?‘:F..L ﬂ\)&\z’g
WL e e Y TRFREEF TEZE MM

%%@@1#%%:

_:L]%E]I:J"}E— °

OEATE R S e R AR TR 2o e P B s L AT R
Bk s IR R T E ARG o 2 AR MRS RAEHE R

ABRELY PR EREGIT TN CEEE RS ERAFHE 0 4]
ML BAEB FRNT R RPRT AR PR L

BEFEY wFHIPEET NG

¢ 3 SIMIMIE 572 » = & » Email i3 2 1 1 5% % 3.2.2 & p
SRR 2T 6 322480 ¢

Faehn gl %24 % 3228 ) F o

WM TR 2F R 3228 N F o

gt 24 % 322 8N G o

9.6.2 P BHL BT

(1)

(2)

3)

(4)
(5)

%:&§~@wﬁ%arwﬁ~mw$%# FEGLEER ¢ s r o il
TR G JEE PP P AEE BEY G (AT R H R N
TERE Y G L R e R FEaRE -

)

RN Y I AT E AR (S AL b A B)auEr B A AT A

F/g—-? Fq‘_é__’%\bti T-P-‘C‘:umlfq‘—%f

2

PP Y AL SO Y R R B R ALY FEEENT L o
%ﬂ?%ﬁ”i%ﬁﬁwm%%ﬁﬁW?’TA””mﬁﬁﬂTﬁrﬁw
4 RN IE A ﬁi%‘ué P T K Vﬁ;ﬁygi';fg%@r =2y opE g

A
v
AL PR TERE o d Y P § LR

pul

B r S CBHY - LA W R ANEERAL Y o v E

’#»—v\z‘;%—;:r{llp’;‘?,u,gﬁg CRIN S S F ;b}_ﬁ:i T R g,gl?-j_z&%s_l;%,
Bgh S LA e BE LY 2 s i&ﬁ?wﬂmf%@m%?
S BRANGEEEY cBr I ETRALE >

90

= R

mj\—»,’#’:’o



T RRRRER T ISP 2 BFEFEY w(TWCAGLOBAL CA) G & F ir it £ A%

(6) xp ¢ o HFELR LR

il

k3
W ’p?\\h.

E R SR TR A M AL fE

ER R o

e

T Y I S LN+

A

(7) sl S g QAARM TR B R G s UAT S
B Bk~ AP R nTEARE 0 2 AP RIS RAEH G o

(8) it ¢ HBHEAAHETFREKT R REFBLE 2 F 2R
ﬁﬁﬁﬁiwﬁ@w%ﬁfﬂéﬂﬁﬁ’@ﬁ@w@ﬁ%ﬁ%i,%%@§
GRE AR E LY PRI 2 2l o

\
it

(9) =P P f Fr A FRTEPM G R AEBFEY o F4 2
PP AEPEEER P IEITEAM B AT IR Y SRR R
FERMBMGZFERA ¥ 22 TigEHE # o

9.6.3 * *2 £F}

(1) 7 sap ¢ s e P

#

(2) * I oY I o '\»»FFE“?’ K ﬁ;i"}’??ﬁs“' FELENE L g
B EAF 2 IREY - (AT i | p
TP R R DR T AT § AR

o

2
3
[
=
e
B
ju
_)k‘
_\'.CJ.
_\{7

() * * ik ATEARRP AR Y 2L F X
IR T T R ST .

1v_t
Fad
N

(4) *PREIASTITEFDY CRER L ERET 72 AEREFEY v L
g R ZIRERN L R RS G ol .

B) *PRIFTREFILBBETHTEAFRMITER
R PAEKEEEAMOER LN AEPGE
¥ = F gl

s
¥
e
(‘H}
Rl
W
=]
=
ﬁ
5\

wwgpm% EXE

I

6) LEBFHHEDFREGI R REF B2 22X 20MRM > SBE
RFPARR TG BRI E 0 A AR R ZBHEP Y PR RAPM (T E
AR TR P SRR 2 gl o

9.6.4 ©if GRS Kt

(1) B@Emier  GHREHEFCFIFEFLBEIHTEAL SR 2 £
ﬁﬁwwﬁ%%%ﬁ?ﬁ%ﬁﬁ%i»f&@ﬁm*%%awiﬁﬁﬁ’a
ATE AR R R YO ORI A REPEF MR RO TS &

91



(2)

3)

T RRRRER T ISP 2 BFEFEY w(TWCAGLOBAL CA) G & F ir it £ A%

T %= ﬂrf?v}g‘fl‘[ °

B r o LR RERY I TERE Y £ BT ERP PR
X.509 )ﬁvﬁﬂﬁm%% v d G IEARE - SR IZIGE O FA R _,}s el i
CRL & OCSP JRiss#/umk i 475 < @A&L - ¥ * OCSP IRir43
SIMIME & #p* > F Atk & OCSP v g2 #ici> % & -

ﬁﬁigmwmﬁzw%,%aw%é@%ﬁﬁﬁwﬁb“ﬁﬂ’wﬁ@ﬁ
AR AT R RIS R0 AR MR DR SRR U R U~ R
*EBFER 2 2EORET MG

0.65 H# & f K%

9.7

(1)

(2)

3)

(4)

9.8

l??l»%fir_

7"’&5’3?5“7“'9@“”*“’ PR ERE %’f'?i’“‘#\ﬁﬁ@*mizﬁ—g H_
TPED o NE R AR ERFT R T & "’5]1;”&7"’&5 FE LY w2 iFA
i@ﬁ?ﬂﬂwlﬁﬁ%%?ﬁg°

MEEFILY A FR T L 2% fiiéﬁt(f?d&r% RE) AR AT T
)&’73F \i‘:\;? iﬂ(l}’l % .EL‘.) :J\,?} ® R = é”F)&‘:Lﬂ F%Fﬁi‘:’ j&l&g)‘g?’
/:_‘:J :\»7‘ é\ jﬁg EE’ ]’; F“ ]_;E )

j\)&’iﬁ‘?,,t‘ M#\ié—fg—?q’f =2 3T 2 ”gﬁﬁﬁgﬁ&?ﬁgf»’mlgﬁﬁﬁﬁgﬁ)
;p;t £ —,;f.g\«ii,&x%’*ﬁi%*%’v# @ = #E’jf& ~g f’_?/—“ s R
é#ﬁ%"ﬁr'? FoiE e

AEFEFEY © T PG A L Y is 0 BB 4905 FAR T2 PP *QV?@
FRO T BN TR RN B RIF 49T FRIZMF EFEERLFP 2 2
LNREH R o SN EEAE L FE AR T LT BB E 2 A 2
¥ iﬁ?&”—“—‘*f *’K,E_n;&;}%wf Fl BT F L FE e F BAL (TE

R FR 498 -

F =4

PO B RREEA R BEA AT RN AR
CAARELFTREE Ee 142 & o

92



FBRERER ST UL P 2TRIEEF Y o (TWCA GLOBAL CA)G % % 7+ 1t £ fA 18
0.9 B
40921 &2 T
0.10 = {4 »gpr 3% b

9.10.1

AT E LIS fg%ﬁ?ﬁé THFER AP TLEE ARG R ?/’a SREH RO

(8,4 3L o
9.10.2
AR ABRRA G S BH P RGO F 0 R RATE S L -

9.10.3 % i+ % 2 oA

AEEAR2 et o BT A CERE T F 2 B il - EEEID A KL G

l" o

0.11 i frgrm s ¢

ABEEEY SHRMGF N AR SR A e AT 3N
o~ B E 2 Email -

012 £ 2 22

0.12.1 ${ 24

(1) ﬂ‘f’f”—:‘i;ikﬁ* %E%%T‘i’ﬁf*;% PMA » & & 5 Sl & f 2 A8 1 % o 3375
#LI,{KI«]—"’:EQF’:’% \.}T E;f{_,,} Tilf:{‘-ﬁ_‘\_—g‘mp\*o

(2) 4rlB T BT 2 FLF ATEARBARLG I

(3) 4ok A MR E (6140 SIMIME BR){ #7% P14 7 & { p¥ > A (¢
93



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

FAR R R L -

4) AIFE LM G I?ﬂb&hgﬁﬁ*%ilg’j&_u{%“‘ i‘-% ‘#F*",’*;;EO

9.12.2 R { MEPH

(1) #HrTE ARG ZR{ AT FEimauEik> 220F & Email 2 1.5.2 &
Beg o o xd PMA%& -

(2) #FTEAB2 B0 FPMFAPLL  2F N ARRFEY L RHRE
—Ti\:o
(3) K%—E”}s#ﬁ_‘{’]‘ ’ d\)& }3?;“'6 :ull 911 &L‘.L’!J'E_‘K\" Y 1) lF"LA I;/t”}" M@—L%i

0.12.3 W u B P 2

AEERES Y L BEICRS A A TR RPN RO § (B T
b A IF/;E,E—?:—L’%Ej‘;é‘E"J g o

9.13 £ HASLEA

PO AREEEY IR E FHREL R o TR BT AR

(1) £H2ZBE>FRBHEERA T ELen NT S 4 127 Bl

(2) *#&2 %T%ﬂ/*w%mﬁﬂwv B OARAL R R R R g
AL R R MEFERATRALR P SRR AR
B
ﬁ?,.i/

() LR FF4rmZ 603 p P AEAFIRFES A R A LSS

Gl ¥ - %?ﬁ/zfm°

(4) L EPT e ASLERATE 2 NF S BRI A M S 2R
L

(5) -8R & %&'7iﬁ’ﬁ;uPWﬁﬁﬂﬁﬁﬂ%%’w%ﬁ&%w
R S A S 1

94



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

914iﬁﬁr% LIP3 N

AERARETTRON FRAREY LS M RN EFERE > TEEL P
%iﬁ%%?%iﬁﬁ’ﬂﬁﬁﬁ%%Wiﬁ%%&%%o

9.15 22 F &1

AEEARZ AREFEY CRPFEIARART T ERZE AN T WA RT3
PSP A BE L e

AegEE 2 v E ¥ SIMIME ’E;F“‘*fﬁff T 3 & B i~ SIMIMEBR 2 & &0 %
jK]F%Eg—g—'ﬁjii%ﬁ,%\Q.T\Z“iifﬁ },@'}_}Ei%#m.l.°?—3i%$‘7'fhjj‘]§]/z
FARSSHERE o B ARZE S S0 ¥ d AgEE Y w» CA/Browser Forum 3%
U

0.16 % 7 if

9.16.1 &L %
PR

0.16.2 ik
PR

9.16.3 H 4

\

AR AT R L 'F;?F*W”ﬁ%iwn‘w? DR HEE hRE T 2 A
LEAFETLRIE EIFORL A TERB(H AL L o

% &% SIMIME 5P > £ F2 22 & &2 SIMIMEBR # 2 ek ¥ - 28 5% F
WP CRAFEATEAREN D EARZEZE R VB2 EN AT T 4o

CA/Browser Forum -
AIFE A2 371k 912 S T o

95



FRRERRAERFF AP 208 FEF Y < (TWCAGLOBAL CA) B & 7 7% (¥ % 2L #

9.16.4 * {7
9.16.5 % ¥ 3

AEHFEY T2 TS 2 X W (e RE)A A AV EF AR
FRA 2R (PR E X)) AGEEEY o fFTRAFTE -

9.17 H © ik

2 e
AL E o

96



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

“Wék—- @3 (Glossary)

(1).% 2 e 52 (Internet)
AR RS Bl SERE O AT FARE L TR

(2).(% #+ )3 L ((Electronic)Message)

T F B Wi PERAER TR NRF BB Lo B2 R
e’\yhﬁ—@\lg\.&’\l,{z\ }}‘-%7 aﬁ:ﬁv’;ymt_?;@"??%o

(3).RSA % & ;= (RSA Algorithm)

2 - Az 2w E 2 0 4 Ron Rivest ~ Adi Shamir {= Leonard Adleman **
1977 # 3% 0 > 2% 250 R0 8 ~ o [ Flie s fRanFlapdt b oo

(4).%5F) ¢ % %75 & (Elliptic Curve Cryptography ; ECC)

- AR Y S 2 B R4kt w5 % 0 Neal Koblitz 4- Victor Miller ¢
1985 & % 1 » H % 5 B0 fR A PR ¥ SRAACH BB AL AT L o

(5). ECC P-256 # % (ECC P-256 Curve)

d NIST ** FIPS 186-3 ¢ #7+| % 2 #f 4 R4EE > H 7 % 7 #FF & 52 4p B 23 p,
a,b,G,n,h>2¢ & sz e Geixs y/i%f»rf)i/w n] % 256 bits °

(6).7 + % 3 (Electronic Signature)

R b T AL ’ww_?,w ET R RS AR
HETFm L B a g ?Pﬁfﬁmﬁi" v F ) 7%%‘%\‘3{1&@'&*? i %"\mﬁf
A ;{W*J,Q%% ]LE! rﬁ;{f;g.]@‘-_o

(7).%c % (Encrypt/Encipher)

BT R E R AR T 2 B PR S RIL s AR TR B R

E

(8).7% % (decrypt/Decipher)

'iw“f'

Bl IS S A @2FERE R AR ARIRL P hBF W R AR B 2

97



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

FALERS AT RS AL L R o
(9).#< = % 3 (Digital Signature)

BKEER AR ER - M Gdsr AHE SR BIF Y2 (Asymmetric
Cryptosystem) 2 3274 & #(Hash Function) » - 2 & & dfici=n 4 R Egis £ b
FAOPRESRFT ek AP EOSR £HFT URE! AR PEERL T
- FOEFERER AL L2 i{:—:-?p-91§7 ookl g

(10).# % £ 4% (Private Key)

pt TR R B RS G ML - e P 2
x:‘_”j#»»'“,ﬁ:f TRtk FFHET I AL R

(11). 2 B £ 4 (Public Key)
MARAARBFE LB E R o g TR REHCE R 2 - B8 R
% 7 gm« Lo el O X ik ;He % ,u_.ﬁﬁ, HEEL ﬁ'_ﬁ‘_@_ 2 i?‘}lmﬁﬁt‘

LR B T R L e

(12).<= B £ 4>5 7% & 7 + & # (<Public Key>Certification or Certificate)

l“”:

- EN TS A AR BEBHEEF LS s P 7Y g anie 3
ﬁ X N RL L T Iﬂ”~@¢%ﬁm@PA@rﬁﬁﬁ4’iﬂw
CAVE- m;;grﬁg ME o IR EF AL L s TR tlﬁg Eez o B A2

f" I-;r iy
(13).7u ¢ ~/i&#E 1 (Certification Authority or Certificates Authority ; CA)

%ﬁP&Wﬁ#@W5?4ﬁ£Wﬁ*%ﬁ’ﬁ%ﬁﬁéﬁéﬁgﬁyg,ﬁﬁﬁ
Eo A ;-;-—/\ _E//,,\F,,_H rFEf o 2 Hpridgey Fﬁﬁiﬁif?ﬁ_%i%@&&g@b‘_f@é
Mo TR EF R SGEELE

(14).%8 77 1+ iv ¥ L % (Certification Practice Statement ; CPS)
B IR S 2L ENGETREES ~ AL AR PIEAITERFER Y
ﬂﬁ’ﬁA@mkmmémﬁﬁ#ﬁﬁ P TERP SRR BEBEN
H%ﬁ% Feng 24 B FenE IR AR A

(15). 22 H 3] ch R 45 7 & 72 (5 45 & Si)(Asymmetric Cryptosystem )

AR A BEE A T IAL R @ - REEEY )} ApMd
98



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %

55;—;3; }F:'r“ __gﬁéﬁ;ﬁ:?’}r Juﬁtéq(‘lg;,gécrgﬁ , méq‘)ﬁ%jmf?ﬁ»ﬁéﬁﬂ ] # |}+<j—%c7%,9m

B :?B'Fﬁ*'n °

i‘ -k I L S MR LITER > HROOR &Y N E R S g
B

(16).32.;% 3 #ie(Hash Function)

(17). p ¥ & 7 { #73%  (Automated Certificate Management Environment ; ACME)

- ARk Yt B R FEEBHE(CA)EE Y S Web RIREZ B il
ARE R IR (DAY ) 0 RRF T S RN A pde R AR A
PR A& %5 HTTPS r?;ﬁiﬂﬁi;“ it2. JSON = 4 » 4p B %2 2 %> RFC 8555
¢ o

(18).153% & % 7 -(Certificate Signing request ; CSR)

- BEERB R REREY FFEERE PN o ko R LG BEAMT
A(Glres ) BLBEBHEFERES AT LUEP Y ¥ L F k2
¥ K

(19). & % B # (% + 23 )(Issue a Certificate)

Prdpedd? c(BEW)ZEET HTEAR > FHROFEKREY L 24 F
RARM 2 THBEE OB EGEIF R EKLHM GE > EF R 2408 S

_,_‘ i )&—)ﬁ °

(20).2 * s % 5] 4 (Public Suffix List ; PSL)

&

% 2R
y o TR

d  Mozilla £z & FiR o 714 =3 https://publicsuffix.org/ > 3% 71| i
= - 3s §Fd ICANN # & TLD(Top Level Domain » 78 &3¢ %)

£ B4 A e PRIVATE 714

+
EANNS
7

d
|
(21). Mozilla #3 &% 7+ £ 5< i (Mozilla Root Store Policy ; MRSP)

d Mozilla 2 5 # Firefox # | Bfct & Ap A 5 T &K - RR TR R - 3%

Foi n it Mozilla 516 % 12 i 50425 5 51 4 $845 (CA) Lﬁ SRR 3 1o E
FE O NRRREY Fmk 2{oE P e

._ﬂ

99



1A REGRER G LS P 2B @ T < (TWCA GLOBAL CA)/G % % i+ 1t % A %
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(23).= >0 % * & Internet #8 i 3§ =t (Secure Multipurpose Internet Mail Extensions ;
S/MIME)
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FRRERRAERFF AP 208 FEF Y < (TWCAGLOBAL CA) B & 7 7% (¥ % 2L #

Wék= L322 f§ #£(Acronyms and Abbreviations)

ACME Automated Certificate Management Environment
ANSI American National Standard Institute

CA Certification Authority

CC Common Criteria

CP Certificate Policy

CPS Certification Practice Statement

CRL Certificate Revocation List

CSR Certificate Signing request

DN Distinguished Name

ECC Elliptic Curve Cryptography

FIPS Federal Information Processing Standard
ISO/IEC the International Organization for Standardization, The International

Electrotechnical Commission

ITSEC Information Technology Security Evaluation Criteria
OCSP Online Certificates Status Protocol

OID Object Identifier

MRSP Mozilla Root Store Policy

PMA Policy Management Authority

PIN Personal Identification number

PKCS Public Key Cryptography Standard

PKI Public Key Infrastructure

101



FRRERRAERFF AP 208 FEF Y < (TWCAGLOBAL CA) B & 7 7% (¥ % 2L #

RA

RCA

RSA

S/MIME BR

TCSEC

TLS BR

URL

Registration Authority
Root Certification Authority
Rivest, Shamir, Adleman (encryption algorithm)

Baseline Requirements for the Issuance and Management of Publicly-
Trusted S/IMIME Certificates

Trusted Computer System Evaluation Criteria

Baseline Requirements for the Issuance and Management of Publicly-
Trusted Certificates

Universal Resources Location

102



	摘要
	1. 簡介
	1.1 概述
	1.2 文件名稱及識別
	1.3 成員及適用範圍
	1.3.1 憑證管理中心
	1.3.1.1 最高層憑證管理中心
	1.3.1.2 用戶憑證管理中心
	1.3.1.3 政策管理中心

	1.3.2 註冊中心
	1.3.3 用戶
	1.3.4 信賴憑證者
	1.3.5 其他參與者

	1.4 憑證用途
	1.4.1 憑證保證等級
	1.4.2 使用範圍與賠償責任
	1.4.3 憑證之禁止使用情形

	1.5 政策管理
	1.5.1 管理單位
	1.5.2 聯絡窗口
	1.5.3 憑證實務作業基準之核定
	1.5.4 憑證實務作業基準核定程序

	1.6 名詞與簡稱

	2. 公布及儲存庫
	2.1 儲存庫
	2.2 憑證資訊之公布
	2.3 公布頻率
	2.4 儲存庫之存取控制

	3. 識別與鑑別
	3.1 命名
	3.1.1 名稱種類
	3.1.2 識別名稱之意義
	3.1.3 用戶之匿名與假名
	3.1.4 各種名稱的解釋規則
	3.1.5 名稱的唯一性
	3.1.6 識別名稱糾紛的處理
	3.1.7 商標之辨識、鑑別及角色

	3.2 初始驗證
	3.2.1 證明擁有私密金鑰的方式
	3.2.2 法人身分的鑑別
	3.2.3 電子郵件信箱控制權鑑別
	3.2.3.1 電子郵件信箱網域驗證
	3.2.3.2 電子郵件信箱控制權驗證

	3.2.4 個人用戶身分的鑑別
	3.2.5 未驗證之用戶資訊
	3.2.6 權限之驗證
	3.2.7 相互溝通方式

	3.3 金鑰更新之識別與鑑別
	3.3.1 憑證例行性金鑰更新
	3.3.2 憑證廢止後之金鑰更新

	3.4 憑證廢止請求

	4. 憑證生命週期管理
	4.1 憑證申請
	4.1.1 憑證申請者
	4.1.2 註冊申請程序及責任

	4.2 憑證申請程序
	4.2.1 識別與鑑別程序
	4.2.2 接受或拒絕憑證申請
	4.2.3 憑證申請處理時間

	4.3 憑證簽發
	4.3.1 憑證機構簽發憑證
	4.3.2 憑證機構簽發憑證通知用戶

	4.4 憑證接受
	4.4.1 憑證接受之程序
	4.4.2 憑證機構公布憑證
	4.4.3 憑證機構通知其他機構憑證簽發

	4.5 金鑰對及憑證用途
	4.5.1 用戶私密金鑰及憑證的使用
	4.5.2 信賴憑證者使用公開金鑰及憑證

	4.6 憑證展期
	4.7 憑證更新
	4.7.1 憑證更新之事由
	4.7.2 有權更新憑證者
	4.7.3 憑證更新程序
	4.7.4 憑證更新簽發之通知
	4.7.5 更新後憑證接受之程序
	4.7.6 憑證機構公布更新憑證
	4.7.7 更新憑證後對其他機構之通知

	4.8 憑證變更
	4.9 憑證廢止及暫時停用
	4.9.1 憑證廢止之事由
	4.9.1.1 廢止用戶憑證之事由
	4.9.1.2 廢止下屬憑證機構憑證之事由

	4.9.2 有權請求廢止憑證者
	4.9.3 憑證廢止程序
	4.9.4 憑證廢止請求提出期限
	4.9.5 憑證機構處理憑證廢止請求時限
	4.9.6 信賴憑證者憑證廢止驗證規定
	4.9.7 憑證廢止清冊簽發頻率
	4.9.8 憑證廢止清冊最大潛在因素
	4.9.9 線上憑證廢止/狀態查詢服務
	4.9.10 線上廢止/狀態查詢驗證規定
	4.9.11 其他形式之廢止公告
	4.9.12 金鑰遭破解之特殊規定
	4.9.13 憑證暫時停用之事由
	4.9.14 有權請求憑證暫時停用者
	4.9.15 憑證暫時停用程序
	4.9.16 憑證暫時停用期間限制

	4.10 憑證狀態服務
	4.10.1 服務特性
	4.10.2 服務之可用性
	4.10.3 附加功能

	4.11 憑證終止使用
	4.12 金鑰託管及復原
	4.12.1 金鑰託管及復原政策與施行
	4.12.2 加密期間金鑰封裝及復原政策與施行


	5. 實體、管理及作業流程控管
	5.1 實體控管
	5.1.1 建築物與位置
	5.1.2 實體進出管制
	5.1.3 電力與空調
	5.1.4 防水處理
	5.1.5 防火
	5.1.6 媒體儲存
	5.1.7 廢棄處理
	5.1.8 異地備援

	5.2 作業程序控管
	5.2.1 信賴角色
	5.2.2 作業人員需求人數
	5.2.3 角色的識別與鑑別
	5.2.4 角色隔離

	5.3 人員控管
	5.3.1 背景、適任條件與經歷
	5.3.2 背景審核程序
	5.3.3 教育訓練
	5.3.4 教育訓練的頻率與需求
	5.3.5 職務的輪調
	5.3.6 非授權作業的處罰
	5.3.7 委外人員需求
	5.3.8 作業文件需求

	5.4 稽核紀錄程序
	5.4.1 事件紀錄類型
	5.4.2 紀錄處理頻率
	5.4.3 稽核紀錄保留期限
	5.4.4 稽核紀錄的保護
	5.4.5 稽核紀錄備份程序
	5.4.6 稽核紀錄彙整系統
	5.4.7 對引發事件者之告知
	5.4.8 脆弱性評鑑

	5.5 紀錄歸檔
	5.5.1 歸檔紀錄類型
	5.5.2 歸檔紀錄保存期限
	5.5.3 歸檔紀錄的保護
	5.5.4 歸檔紀錄的備份程序
	5.5.5 歸檔紀錄之時戳要求
	5.5.6 歸檔紀錄彙整系統
	5.5.7 取得及驗證歸檔紀錄之程序

	5.6 金鑰更新
	5.6.1 用戶憑證管理中心金鑰更新
	5.6.2 最高層憑證管理中心金鑰更新

	5.7 金鑰遭破解及災變復原程序
	5.7.1 金鑰遭破解及緊急應變處理程序
	5.7.2 電腦資源、軟體及資料損毀之處理程序
	5.7.3 個體金鑰遭破解之處理程序
	5.7.4 災變後之營運持續能力

	5.8 憑證機構終止服務

	6. 技術安全控管
	6.1 金鑰對的產製及安裝
	6.1.1 金鑰對的產生
	6.1.2 私密金鑰遞送至用戶
	6.1.3 公開金鑰遞送至憑證簽發者
	6.1.4 憑證機構公開金鑰遞送至信賴憑證者
	6.1.5 金鑰長度
	6.1.6 公開金鑰參數的產生及參數品質檢驗
	6.1.7 金鑰使用目的

	6.2 私密金鑰保護措施及密碼模組工程控管
	6.2.1 密碼模組標準
	6.2.2 私密金鑰分持控管
	6.2.3 私密金鑰託管
	6.2.4 私密金鑰的備份
	6.2.5 私密金鑰歸檔
	6.2.6 私密金鑰自密碼模組輸入或輸出
	6.2.7 私密金鑰儲存於密碼模組
	6.2.8 私密金鑰啟動方式
	6.2.9 私密金鑰停用方式
	6.2.10 私密金鑰銷毀
	6.2.11 密碼模組等級

	6.3 金鑰對管理的其他事項
	6.3.1 公開金鑰歸檔
	6.3.2 公開金鑰與私密金鑰的有效期限

	6.4 啟動資料
	6.4.1 啟動資料產製及安裝
	6.4.2 啟動資料的保護
	6.4.3 啟動資料的其他考量

	6.5 電腦安全控管
	6.5.1 電腦安全技術需求
	6.5.2 電腦系統安全等級

	6.6 生命週期技術控管
	6.6.1 系統開發控管
	6.6.2 安全管理控管
	6.6.3 生命週期的安全等級

	6.7 網路安全控管
	6.8 時間戳記

	7. 憑證、憑證廢止清冊及線上憑證狀態查詢剖繪
	7.1 憑證剖繪
	7.1.1 版本
	7.1.2 憑證擴充欄位
	7.1.3 演算法物件識別碼
	7.1.4 識別名稱格式
	7.1.5 識別名稱限制
	7.1.6 憑證政策物件識別碼
	7.1.7 憑證政策限制擴充欄位的使用
	7.1.8 憑證政策限定元語法與語意
	7.1.9 憑證政策擴充欄位語意必要的處理

	7.2 憑證廢止清冊剖繪
	7.2.1 版本
	7.2.2 憑證廢止清冊與憑證廢止清冊擴充欄位

	7.3 線上憑證狀態查詢剖繪
	7.3.1 版本
	7.3.2 線上憑證狀態查詢擴充欄位


	8. 稽核及其他評估方法
	8.1 稽核頻率或評估事項
	8.2 稽核人員之識別及資格
	8.3 稽核者與受稽核者之關係
	8.4 稽核項目
	8.5 稽核結果之因應
	8.6 稽核結果之公開
	8.7 內部稽核

	9. 其他業務及法令規定
	9.1 收費
	9.1.1 憑證簽發及更新費用
	9.1.2 憑證查詢費用
	9.1.3 憑證廢止及狀態查詢費用
	9.1.4 其他服務費用
	9.1.5 退費

	9.2 賠償責任
	9.2.1 賠償責任
	9.2.2 其他資產
	9.2.3 對用戶及信賴憑證者之賠償責任

	9.3 機密資訊
	9.3.1 機密資訊的種類
	9.3.2 非機密資訊種類
	9.3.3 保護機密資訊之責任

	9.4 個人資訊隱私
	9.4.1 隱私保護計畫
	9.4.2 個人資訊隱私種類
	9.4.3 非個人資訊隱私種類
	9.4.4 個人資訊隱私保護責任
	9.4.5 使用個人資訊隱私之告知與同意
	9.4.6 因行政法令或司法要求之揭露
	9.4.7 其他資訊公開情形

	9.5 智慧財產權
	9.6 職責及義務
	9.6.1 憑證機構之職責
	9.6.2 註冊機構之職責
	9.6.3 用戶之義務
	9.6.4 信賴憑證者義務
	9.6.5 其他成員義務

	9.7 除外責任
	9.8 責任限制
	9.9 賠償
	9.10 本文件生效與終止
	9.10.1 生效
	9.10.2 終止
	9.10.3 終止及存續之效力

	9.11 通知與聯絡方式
	9.12 變更及公告
	9.12.1 變更程序
	9.12.2 變更聯絡機制
	9.12.3 物件識別碼變更條件

	9.13 爭議處理程序
	9.14 政府管理法規
	9.15 法規之符合性
	9.16 各項條款
	9.16.1 完整合約
	9.16.2 轉讓
	9.16.3 存續性
	9.16.4 施行
	9.16.5 不可抗力

	9.17 其他條款

	附錄一 詞彙(Glossary)
	附錄二 名詞與簡稱(Acronyms and Abbreviations)

